Building Application-Agile Hash Functions:
the MCM Construction

Abstract

Hash functions are often expected to provide security across applications, even if there is no
formal backing for these expectations. For example SHA-1 is used variously as a collision-resistant
hash function and as a real-world instantiation of a random oracle; recent attacks make either use
less palatable. Better security would be provided by provable collision-resistance (resting on some
underlying computational hardness assumption) and, simultaneously, some guarantee of random-
oracle-like behavior. We call a hash function achieving these goals application agile. Unfortunately,
known provably CR hash functions do not typically meet both goals, as the underlying structure
that allows for provable collision-resistance negates any hope of behaving like a random oracle.
This paper begins the investigation of application-agile hashing, and offers a generic construction
for building such objects. Our MCM construction, applied to any provably CR hash function with
good regularity properties, produces the first hash function simultaneously provably CR. in the
standard model and indifferentiable from a random oracle in the ideal cipher model.

Keywords: Hash functions, random oracle, collision-resistance, pseudorandom oracles, indifferentia-
bility.

1 Introduction

BACKGROUND. Current practice sees hash functions used in myriad ways. For example, SHA-1 is
simultaneously standardized for use as a collision-resistant (CR) function (FIPS 180-1 [17]), and used
to instantiate a random oracle (RSA PKCS#1 v.2.1 [25]). Ideally, a hash function utilized in such
disparate ways would be application agile: it would faithfully deliver the functionality assumed by
the application, under reasonable application-specific assumptions. In this work we’ll use the term
application-agile hash function to mean one that is simultaneously collision resistant under one set of
assumptions, and that “behaves” like a random oracle under another.! The recent collision-finding
attacks against SHA-1 and related hash functions [27, 28] have underscored the point that most in-use
functions are not application agile (or even CR).

Several results [9, 15, 18, 24, 11] address half of our problem, namely by building provably CR
hash functions. As a simple example, consider the function H(m) = 2™ mod n where x is some fixed
base and n is a (supposedly) hard-to-factor composite [18, 24]. The function is provably CR since
the ability to find collisions against this function implies the ability to efficiently factor n. However,
such a hash function is not application agile, particularly because it is easily distinguishable from a
random oracle. One easy distinguishing feature is that H(2m) = H(m)? (mod n), which is only true
with exceedingly low probability if H is replaced by a true random oracle. The very structure that
gives H and other (more efficient) provably CR functions their collision-resistance renders them poor
choices for application-agile hashing [9, 26].

Other recent results [10, 3, 8] address the other half of our problem by offering constructions that
“behave” like random oracles. But these results only hold within idealized models of their building
blocks, and specifically fail to be CR when one steps outside of the models. We’'ll say more in a
moment.

! Although the definition of application agility is stretchable, and can in general include other properties.
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Figure 1: The MCM construction: H is a collision resistant hash function, and &1, &> are mixing functions. All
three components of MCM must be deterministic and publically computable.

THIS PAPER. We begin an investigation into methods for building application-agile hash functions.
We first point out that none of the known hash function design approaches lead to such an object.
To address this lack, we offer a generic construction that we call Mix-Compress-Mix, or MCM. See
Figure 1.

The MCM construction is simple: first apply a “mixing” step &1, then compress the result using a
provably CR function H, and finally apply a second “mixing” step £&. Here H and £; accept variable-
input-lengths. Note that £ and & are necessarily deterministic, publically-computable functions. By
further requiring that £ and & be injective, we straightforwardly have that collisions against MCM
imply collisions against H. We stress that no cryptographic assumptions about the mixing steps are
needed for collision-resistance; simple injectivity is enough.

At the same time, MCM behaves like a random oracle when &1, & are psuedorandom injective
oracles (PRIO), and the CR hash function is close to regular (i.e., the preimage set of any particular
output isn’t too large). We’ll define formally what is a PRIO in a bit, but loosely we mean that
&1 and & ought to behave like a random oracle that observes injectivity. To make precise the word
“behaves”, we utilize the indifferentiability framework of Maurer et al. [16]. We will show that MCM
is indifferentiable from a random oracle; thus, it is a pseudorandom oracle (PRO). We go on to specify
the TE construction as an instantiation of the mixing steps, and show that TE achieves our PRIO
security goal in the ideal cipher model.

The intuition for why MCM works to achieve application agility is relatively clear: the mixing
steps obfuscate any input-output relationships of the underlying compressing step. Recall our provably
CR example H(m) = 2™ mod n and the associated distinguishing attack. Adapting that attack for
use against H(M) = E2(H(E1(M))) requires that the adversary determine non-trivial input-output
relationships across both & and &s.

ALTERNATIVES THAT FALL SHORT. We discuss why other seemingly natural approaches for building
application-agile hash functions do not work. First we make concrete our discussion above. We say
that a hash function H is application-agile if it is simultaneously (1) provably collision-resistant in
the standard model and (2) provably a pseudorandom oracle in the ideal cipher model. Note that
(2) is only possible in an idealized setting (although not necessarily the ideal cipher model), due to
well-known impossibility results [1, 7]. Relatedly (and perhaps subtly), being a PRO in an ideal
setting is by itself insufficient for arguing collision-resistance in the standard model. (See [3] for more
discussion.)

One might be tempted to utilize the following approach to build an application-agile hash func-
tion H. The recent results from Coron et al. [10], Chang et al. [8], and Bellare and Ristenpart [3]
provide domain extension transforms for building PROs from suitable compression functions. The first



two works, in particular, turn blockcipher-based compression functions from [19, 5] into hash functions
that meet requirement (2). Additionally, the results of Black et al. [5] show that these blockcipher-
based compression functions are CR, and so one might be tempted to conclude that requirement (1)
is also met. However, the Black et al. [5] results hold only in the ideal cipher model. No standard
model proofs of collision resistance for these schemes are known.

One might think that there are immediate ways of building an application-agile hash function from
a provably CR function H and a blockcipher. For example, first build a PRO F from the blockcipher,
and then hash by computing H(M) = F(H(M)). But Coron et al. [10] point out that an adversary can
easily differentiate this construction from a true monolithic random oracle. Moreover, in the standard
model where F ‘loses’ its idealness and is just a complexity-theoretic object, the construction is
not even guaranteed to be CR. The features of the MCM construction are all apparently necessary:
dropping the injectivity requirement on & or £ means a loss of the collision-resistance guarantee in
the standard model; omitting &£ results in an object easily differentiable from a random oracle. See
Section 4 for a detailed discussion.

A NEW DESIGN PARADIGM. We point out that one could build an application-agile hash function from
a multi-property-preserving transform such as EMD [3] applied to an application-agile compression
function. However this leaves open the question of how to build such a compression function, and
in fact no such compression functions have appeared. The MCM approach goes a different way,
following the example of generic composition results from the authenticated-encryption literature [2].
Specifically, MCM allows the following clean separation of design tasks. First, design a function with
strong guarantees of collision-resistance, inducing whatever structure is necessary. Second, design
an injective function that destroys any structure present in its input. The MCM construction and
corresponding composition theorem then gives a way to securely combine these primitives into an
application-agile hash function.

THE TE CONSTRUCTION. We now turn to how to build & and &. The first step is to define the
ideal behavior of these mixing steps. To this end, we formalize the notion of an ideal injection, which
is much like a random oracle except that it is injective. Note that injectivity does not necessarily
imply easy-to-invert. An ideal injection is different from an ideal cipher. The latter object is intended
to capture the blackbox behavior of a blockcipher, which is a bijective mapping for each key. On
the other hand, an ideal injection is not keyed, potentially handles messages of varying lengths, and
can have (many) range points to which no domain points are mapped. We say a construction is a
pseudorandom injective oracle (PRIO) if it is indifferentiable from an ideal injection. Note that our
PRIO security definition does not give an inverse oracle for the injection. (One could do so if they
wanted to model some setting in which it should be easy to invert the injection. This won’t be our
case.)

We present the Tag-and-Encipher (TE) construction and show that it instantiates a PRIO. Given
a blockcipher and a trapdoor one-way permutation, the TE construction specifies how to build an
injective function that is indifferentiable from an ideal injection when the blockcipher is modeled as
ideal. As the first construction to achieve the new PRIO goal, we view the TE construction as a
proof-of-concept. It is length-increasing (outputs are larger than the inputs by the number of key bits
of the underlying blockcipher), meaning that output hash values will be slightly larger compared to
the outputs of H. Further, we make no claims of efficiency, as it requires two passes over the data
and the application of a trapdoor permutation. In settings where speed is not essential (e.g., contract
signing), the extra expense of using TE over that already incurred by hashing with a standard-model
collision-resistant function H might not be prohibitive. We also offer a few suggestions toward potential
speed improvements, in Section 5. Downsides having been said, the TE construction does show that
application-agile hashing, and in particular the MCM approach, is feasible. Hopefully it also leads to



future improvements.

APPLICATION AGILE VS. APPLICATION SPECIFIC. There is an alternative approach to achieving this
same goal of multi-functionality, namely to provide a toolbox of application-specific hash functions:
one for collision resistance, one for instantiating a random oracle, etc. This approach has the benefit
that it allows one to tailor individual functions for CR, PRO, target CR, etc. This might result in more
elegant constuctions and, perhaps, better property-by-property security guarantees when compared
with constructions attempting to “do it all”. On the other hand, the toolbox approach requires correct
and efficient implementations of several functions. It also demands that protocol designers and security
practitioners be both aware of the hash properties required by their application, and able to correctly
match these with the the right hash function from the toolbox. This lends itself to misuse, as the
difference among security notions for hashing can be quite subtle (eg., TCR vs. second-preimage
resistance). Moreover, as mentioned already, the toolbox approach does not match common practice,
in which MD5 or SHA-1 (or some variant) gets used regardless of the required properties. Indeed,
the component-orientated approach of MCM allows us to partially reclaim one of the benefits of the
“toolbox” approach (i.e., tailoring functions to specific tasks) while still enabling application-agility.

2 Preliminaries

Basics. Let X,Y € {0,1}*. We denote the concatenation of X and Y by X || Y or simply XY.
The i bit of X is X[i] and so X = X[1]X[2]--- X[|X|]. We write X|, (resp. X|") to represent the
substring consisting of the last (resp. first) n bits of X for any n < |X|. For a set S we often write
S < z, which means S « S U {z}.

Following [6, 10] we utilize interactive Turing machines for our computational model. Crypto-
graphic primitives, schemes, and adversaries are all interactive Turing machines.

RANDOM FUNCTIONS AND INJECTIONS. Let Dom and Rng be sets. Recall that a function f: Dom —
Rnyg is injective if f(X) = f(X’) implies that X = X’. (Necessarily for an injection |Dom| < |Rng|.)
For simplicity, we only consider injections with constant stretch 7. Particularly if X € Dom then

|f(X)| = |X|+ 7. The following algorithms implement a random function and a random injection.
Algorithm Rlpom,, gng(X):
Algorithm RF pom. png(X): C—|X[+7
If R[X] # L then Ret R[X] If I[X] # L then Ret I[X]
Ret R[X] & Rng I[X] < {0, 1}\R;
Ry < I[X]
Ret I[X]

The tables R and I are initially everywhere set to L and the set Ry is initially empty for every ¢. We
write f = RFpom, rng to signify that f is an ITM mapping points from Dom to Rng according to the
algorithm specified above. We write RF 4, if Dom = {0,1}¢ and Rng = {0,1}" for some numbers d, r.
We write Z = Rlpom, grng for an ITM mapping points from Dom to Rng as per the algorithm specified
above. (The other notational conventions lift to Rl in the obvious ways.) A random oracle is a random
function that is publically accessible by all parties. Similarly an ideal injection is a publically-accessible
random injection.

IDEAL CIPHERS. A blockcipher E: {0,1}¥ x {0,1}"—{0,1}" is a function for which E(K,-) = Eg(-)
is a permutation for every K € {0,1}*. The inverse of £ is D and is defined such that D(K,Y) = M
ifft E(K,M) =Y. An ideal cipher is a blockcipher uniformly selected from BC(k,n), the space of all
blockciphers with k-bit keys and n-bit blocksize. In the ideal cipher model, both an ideal cipher F
and its inverse are given to all parties as oracles.



SECURITY NOTIONS. Let f: K x Dom— Rng be a function family indexed by a non-empty key space .
Then we define the collision-finding advantage of an adversary A against f as

Adv§(A) =Pr | K & K (X, X') & AK) © fr(X) = fx(X')

where the probability is over the random choice of K and the random coins utilized by A.

Recall that a function f: Dom—{0,1}" is reqular if each image has an equal number of preimages.
A function family f: x Dom—{0, 1}" is regular if fx is regular for each K € K. Define Prelm(K,¢,Y)
for any K € K, ¢ such that {0,1}' C Dom, and Y € {0,1}" to be the the set of preimages (under K)
of Y that are of length ¢: Prelm(K,£,Y) ={X : X € Dom A |X|={¢ A frx(X)=Y}. Further we
define the following function related to f

—9t=n
5K 0,Y) = ]Prelm(K,l;,zYﬂ 2 ‘

The ¢ function is a simple measure of, proportionally, how many more (or less) preimages are claimed
by an image point than would be if fx were regular. Let Ax = max{J(K,¢,Y)} over all choices of ¢
and Y. Then we say a function family f is A-regular if

ZKEKAK
== AL
K

Intuitively A is a simple measure of how far, on average, a random instance of f is from being regular.

We follow the formalization of indifferentiability from [10, 3]. A simulator S = (S1,82,...,8) is
an interactive Turing machine with [ interfaces S1, So, ..., §;. Let C be some cryptographic scheme
utilizing primitives f1,..., f; and let Dom and Rng be sets. We define the pro and prio advantages of
an adversary A against C' as

Advgos (A)

Pr [ AT iy | = pr [ 4TS 1]
AdVER(A) = PrA%t el | o pr | ATS o |

where F = RFpom, rng and Z = Rlpem, rng and the probabilities are over the random coins used by
the appropriate objects. We disallow A from making pointless queries, which in this setting means
querying an oracle twice.

Informally we call a cryptographic scheme C a pseudorandom oracle (PRO) if there exists an
“efficient” simulator against which all adversaries have “small” pro advantage. Likewise we call a
cryptographic scheme C' a pseudorandom injective oracle (PRIO) if there exists an “efficient” simulator
against which all adversaries have “small” prio advantage. We do not formalize “efficient” or “small”,
giving concrete running times and bounds, instead. We define Times(u) as the worst-case time to
compute f on a message of length at most pu.

3 The MCM Construction

Fix numbers n and 7. Let H: K x My — {0,1}"7 be a function family with key space K and
domain My = {0,1}=" for some large number L (e.g., 26%). Let £&: M — My be an injective
function where M = {0,1}= for I/ = L — 7. For any X € M we have that |£(X)| = | X| + 7,
hence 7 is the stretch of £;. Finally let &: {0,1}7 — {0,1}"*" be an injective function. Then we
define the hash function H = MCM[&y, H, &] with key space K, domain M, and range {0,1}"7 by
Hi (M) =H(K,M) = &(Hk(E1(M))). Overloading our notation, if Z; = Rlaqam,, and Zo = Rl 54~



then we write H = MCM([Zy, H, Z5] where now H is itself an I'TM using oracle access to Z; and 7y to
calculate Hi (M) = To(Hi (Z1(M))).

Here 7 is also the stretch of H — it’s the number of bits beyond n needed to hold a hash value.
Ideally 7 = 0, in which case & and & would be a permutations. We have the following theorem,
which states that H inherits the collision-resistance of H.

Theorem 3.1 Let H: K x Mg — {0,1}" be a function and &: M — Mg and E: {0,1}7 —
{0,1}""7 be injections. Let H = MCM[Ey, H,E). Let A be an adversary that runs in time t and
outputs messages each of length at most p. Then there exists an adversary B such that

Advi(A) = Advy(B)

where B runs in time t' <t + 2(cu + Timeg, (p)) for some absolute constant c. [

Proof: Let B be the adversary that behaves as follows. It runs A, which eventually outputs (X, X').
Then B outputs (£1(X), E1(X’)). We have that if H(X) = H(X') then because &1 and &, are injections,
necessarily H(E1(X)) = H(&(X')). Adversary B runs in time ¢’ < t 4+ 2(cu + Timeg, (1)) where c¢ is
an absolute constant. |

We point out that similar theorems could be made for related collision-resistance properties, such as
target collision-resistance, second preimage resistance, and other such variants. The next theorem
captures that MCM is a PRO if both & and & are PRIOs.

Theorem 3.2 Let H: K x My — {0,1}7 be a A-regular function, Ty = Rlpgamy,, and Iy = Rly 7.
Let H = MCM[Z,, H,Z5]. Let v be the minimal message length of H. Let A be an adversary that
runs in time t and making at most (q1,q2,q3) queries with the combined length of all queries being at
most p. Then there exists an adversary B such that

(1 +a3)* | (01 +q2)°

T q143
Advys(A) < Advi(B) + s T o + qg3A

where the simulator S, specified below in the proof, runs in time ts < cu(q1 + q1q3) for some absolute
constant ¢ and makes at most min{qe, g3} oracle queries. Adversary B runs in time at most tp <
t+ts+ p for some absolute constant ¢'. O

Before the proof, we discuss the theorem statement. As long as & and & are PRIOs we can securely
replace them by actual ideal injections (as per the composition theorem of [16]). Then, Theorem 3.2
states that no adversary can differentiate between a real random oracle and the construction unless
it is given sufficient time to break the collision-resistance of H or allowed to make approximately
2(rtmin{n.v})/2 queries. Here v could in fact be small, since this is the minimal message length in
the domain of our hash function (and we’d certainly want to include short messages). However, in
practice, H will have some minimal message length v (e.g., the blocksize of an underlying compression
function) to which short messages would necessarily be padded anyway. Thus, H can ‘aggressively’
pad short strings to a minimal length v = vy — 7, recovering our security guarantee.

Proof: First we fix a simulator S = (S1,S2). The first interface simply implements a random injection
71 = Rlpmy, and the second interface behaves as follows (note that since state is shared, this interface
sees the internal state of 7).

procedure Sy (Y)
If 3M s.t. Y = Hy(Zy(M)) then Ret F[Y] — R(M)
Ret F[Y] & {0,117



procedure O (M) procgdure O2(Ms) _ G1
j— j+1; Ret MCMSub(M, j) J 3+ 1 My My Ret X3 — Rlav g (M3)

subroutine MCMSub(M, j) Procédulre Os(Ys)

If 3i < j s.t. M* = M’ then Ret C* J—at .

X7 — Ry (M) If 3i < j s.t. Ys = Hi(X5) then
3 H

. , . Ret MCM Sub(M:, j
YI — H(X7); 07 & {0,1}" e )
If F[Y7] # L then G < 10,1}

bad « true; |C7 « F[Y7] IFF[¥s] # L then

a M - .
’ bad « true; |Cl «— F[Y]]

t F[Y7 4 . .
Ret F[Y] — C Ret F[Y}] — CJ

procedure O;(M) procedure O (M;) _ G2
j j+1; Ret MCMSub(M,j) JJ+1; M Ms; Ret X2« Rlag,ampy (M)
subroutine MCM Sub(M, 7) procedure O3(Y)

If 3 < j s.t. M* = M’ then Ret C° Je—J+1 , _

X7 e Rl pmyy (M7) If 3i < j st YI = Hg(X{) then

Y7 H(X7) Ret MCM Sub(M, 5)

If 3i s.t. Y =Y then badl < true v &y,

If 3i s.t. Y, = Y7 then bad2 « true If Ji s.t. V' = ¥/ then bad2 « true

Ret C7 & {0,1}"%7 Ret ¢I <& {0,1}7+"

Figure 2: Games used in the proof of Theorem 3.2. Initially j = 0, the table F is everywhere L, and
the multiset DF is empty.

This interface simply checks if Z; already maps a string M to a preimage under Hy of the queried
value Y. If multiple such M exist, then one is used arbitrarily. We must now bound the probability
that an adversary A can distinguish between the sets of oracles (H,Z1,Z2) and (R, S1, S2) where Z1,7Z
are as defined in the theorem statement and R = RF pq 44~

We utilize a hybrid argument using the following sets of oracles.

(1) (M, 11, 1)

(2) (H,2.,7)

(3) (R7 S, 852)

where H always utilizes the second and third oracles to compute its response, 71 = Rlap iy, Z2 =
Rlyytrs R = RFA4y1r, and F = RF, ¢, Letting p;; = Pr[Ai=1] — Pr[A0i=1] where (-); is
replaced by the oracles marked by i in the list above. Then Adv} °s(A) < p12 + p23. We have that
p12 < (g1 + 3)%/27"7 by a straightforward birthday bound. To bound ps3 we utilize games [4].
Game GO is shown in Figure 2 (boxed statements included). GO implements the oracles (H,Z;, F).

Game G1 is exactly like GO but with the boxed statements removed. It implements the oracles
(H,Z1,Ss,). The games are identical-until-bad and so by the fundamental lemma of game-playing [4]

pog < Pr [AGl sets bad] .

Game G2, shown in Figure 2, is a conservative modification of game G1. Instead of setting bad we set
either badl or bad2. The former is set when two values Y, Y7 chosen within MCM Sub collide. The
latter is set when a Y value chosen within M CM Sub collides with a Y} value queried to O3 (but for
which the conditional in O3 did not evaluate to true). We have that

Pr [AGI sets bad] = Pr [.AG2 sets badl Vv A%? sets bad2]
< Pr [.AG2 sets badl] + Pr [.AG2 sets bad2] .

7



We can bound the probability of badl being set as follows. We build an adversary B which breaks
the collision-resistance of H whenever badl is set in G2. Formally, let B be the adversary that, on
input K, runs G24 using K where appropriate in the course of the execution. If ever two values
X% 2 X7 are computed such that Hg(X?) = Hg(X7) then B returns (X%, X7). Now to show that
Pr [ A%? setsbadl] = Adv%(B). First note that the distributions of random variables in B and in
G24 are the same by construction. If A ever forces two values Y and Y7 to be equal we see that by
the structure of G2 necessarily M* # M7 because otherwise the first if statement in MCM Sub would
have evaluated to true. Since Rl is injective, M* # M7 implies X* # X7 and so anytime badl is set B
succeeds.

To bound the probability of bad2 being set, we first perform one more game transition. Game G3 is
exactly like G2 except we replace both uses of Rlyq a1, with RFaq A4, We have that

(1 + q2)?

Pr [GQA sets bad2} < Pr [G?)A sets bad2] + T

(which follows via a straightforward application of the fundamental lemma of game playing — we
omit the details). Now we bound the probability that bad2 is set in G3. If Y? = Y. for some i,7,
then this implies that Hx (X?) = Y% and necessarily X? and Y were set due to an O; query. At
query j the adversary must not have previously queried O; on the string M ¢ or queried O3 on the
string X', since otherwise the value Y, would never have been defined (only Y, and not Y4 would
be defined). Thus the adversary has no information about X ¢ when it chooses Yi. We have that
Pr[G34 sets bad2] = Pr[Hy (X?) = Y. for some i,j] where the latter probability is over the choice of
K and choices of X*. Assume that A can always pick q; message lengths |X?| and g3 values Y% that

maximize the above probability for a key K. Notate these maximizing lengths by 1f,...,1; and
values by YT, ..., Yg . Then we have that
Pr[Hg(X") =Y for some ij] < ZZPr Hy (X)) € {Y1,..., Yy} | K =K] - Pr[K = K]
i=1 KeX
= ZZPr \/X € Prelm(K, 1;,Y1)
| i=1 KEX i=1
1 q1
< —ZZZPr [ X; € Prelm(k,1;,Y;)]
| i=1 KeK j=1
q1 q3
B |Pre|m K ll,YJ)\
- LYYy
i=1 j=1 KeK
q1 g3
2 i 77
S 030 3) SEEa R IR
i=1 j=1Kkek

q1 g3 21z

0(K,1;,Y;
- 23 | zﬁmﬂ

i=1 j=1 KeX
(I1(I3 S q143
S P D D IEL R
i=1 j=1 KEK

where X; is always a random selection of 1; bits. The theorem statement follows. |



4 Insecurity of Other Approaches

Here we give just a brief investigation of several alternative approaches to application-agile hashing,
including potential simplifications of MCM. In all cases, either the resulting object is not provably
collision-resistant in the standard model or not provably a PRO in an ideal model.

USING EXISTING BLOCKCIPHER-BASED HASH FUNCTIONS. Let E: {0,1}" x {0,1}" — {0,1}" be
a blockcipher, modeled as ideal. Let f be a 2n-bit to n-bit compression function. Fix some suit-
able domain extension transform, for example Merkle-Damgard with a prefix-free encoding. That
is H(M) = fT(g(M)), where f*(My---M,,) is equal to Y,, defined recursively by Yy = IV (some
constant) and Y; = f(Y;_1, M;), and g: {0,1}*—({0,1}")7" is a prefix-free padding function. For sim-
plicity let g(M) simply split M into blocks of n — 1 bits (M having been appropriately padded), and
then appending a zero to each block except the last and appending a one to the last block. If f is
one of the twenty group-1/2 schemes from [5], then H is collision-resistant in the ideal cipher model.
Moreover, a recent paper by Chang et al. [8] shows that sixteen of these twenty yield a PRO H.

However as soon as one leaves the ideal cipher model, H is not provably CR. For example let E’
be the blockcipher defined as follows:

M if K =0"
/ _
E(K, M) = { E(K,M) otherwise
where, now, E is no longer ideal. Let f(Y;_1, M;) = E'(M;,Y;—1)@Y;_1. We can see that an adversary
can trivially find collisions against H built using E’. This is true even though E’ is a good pseu-
dorandom permutation (the usual standard model security property of blockciphers) whenever E is
also.?

REMOVING INJECTIVITY REQUIREMENTS. If either & or & are not injective, then the MCM construc-
tion looses its provable collision-resistance. Assuming they are built from using blockciphers (as we
suggest), then one can, in spirit similar to the counter-example above, construct a collision resistant
function H' and a good PRP E’ that, when utilized in MCM, would lead to a trivial collisions.

Note that one might imagine replacing £ and £ with objects that are not injective, yet have some
other standard model guarantees to ensure provable collision-resistance in MCM. Short of establishing
their collision-resistance, its not clear what properties could achieve this goal. Additionally, this
approach would seem to violate the separation of design tasks intrinsic to the MCM approach.

OMITTING & FROM MCM. If one omits the first “mixing” step & of MCM, then the construction
no longer results in a PRO. This result is essentially equivalent to the Coron et al. insecurity result
regarding the composition of a CR and one-way function H with a random oracle [10], but we state a
version of it here for completeness. Let H = CM[H, T5] be this modified construction for Zo = Rl, -,
ie. H(M) = Zy(H(M)). Now we show that H is easily differentiable from a true random oracle
R = RF My p+r- Let A be an adversary that queries it’s first oracle on a uniformly selected message of
length M € My of some length ¢. Let the returned value be C'. Now the adversary queries its second
oracle (representing either Zs or a simulator) on Hg (C). Let the returned value be C’. If C' = C’ then
A returns one, guessing that it’s interacting with the construction. Otherwise it returns zero, guessing
that it’s interacting with the true random oracle. We have that Pr [AH’I2:>1] = 1. On the other
hand, Pr [.AR’S:H} is bounded by the advantage of a related adversary in breaking the one-wayness
of H.

2Hopwood and Wagner were the first to note (in postings on sci.crypt) that one could exhibit good PRPs that would
make finding collisions in the twenty [5] functions trivial.



M, M, M;
Algorithm £(M):
T «— F(M)
MiMsy--- M, < M F <1> <2> <3>
For i =1 tom do v v v
Y, — E(T,i) ® M, r, E N E 1] E
YU(if(T)
Return Yy || Y1 || -+ || Vi
S
Yy I Y, Y3

Figure 3: (Left) Algorithm & = TE[E,F, f]. (Right) A diagram of £ applied to a message M for
which [M| = 3n.

5 The TE Construction

To instantiate the MCM construction, we need to implement a variable-input-length pseudorandom
injection oracle (PRIO), an object never before considered. Our starting point is an ideal cipher
E: {0,1}* x {0,1}™ — {0,1}"™. Recall that both E and its inverse D is available to the adversary.
While there are known secure ways of building variable-input-length deterministic ciphers from a
blockcipher (for just a few examples see [14, 13, 12, 22]), those settings assume secret keys and are
not publically-computable — such constructions are not applicable in our current setting.

To overcome the challenges of building such an object, our construction will employ two primitives
beyond E. The first is a random oracle F. By the results of [10, 8], though, we can build such an object
with E.> The second is a trapdoor one-way permutation. Recall that a trapdoor permutation is a
permutation f that is one-way, but for which there exists trapdoor information that permits computing
f~ ! efficiently. The RSA and Rabin functions are conjectured to be such permutations [23, 20, 21]. Let
F be a trapdoor permutation generator: on input 1* it outputs a trapdoor permutation pair (f, f~1)
where f: {0,1}*—{0,1}* and f~1(f(X)) = X. We capture the one-wayness of a function generated
by F via the following definition

AdvE (A) = Pr [ (f, 7)) S FOR): X S {0,118 — J(X) X & AL Y) : f(X) = F(X) ]

Tae TE CONSTRUCTION. Let E: {0,1}* x {0,1}" — {0,1}" be a blockcipher, F: M — {0,1}*
be a random oracle, and let f: {0,1}* — {0,1}*¥ be a permutation. Then we define the injection

3To make F independent of other usage of E, we can reserve a bit of the key input of E: setting it to one for use
within F and setting it to zero for other uses.
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procedure Sr(M)
je—ji+1 MI — M
YJ || Y9 — Z(0)
IV fH(Yg)

procedure Sg(K,C):
If 3j s.t. IV = K and C < |M7|/n then
Ret M, & Y, ,

Ret Y < {0,1}" Ret TV

procedure$ Sp(K,Y) procedure Spgen()

Return D < {0, 1} (f, /) & F(F)
Return f

Figure 4: The simulator § used in proof of Theorem 5.1. Initially 7 = 0.

& = TE[E, F, f] by the algorithm in Figure 3. The domain of £ is {0,1}= where L = n - 2128, Tt
maps a string X to a string of length | X |+ k. Now let E be an ideal cipher, F = RF(, and PGen

be the oracle that behaves as follows. When called, it computes (f, f~1) < F(1¥) and returns f.
Subsequent calls return the same f. (This oracle idealizes a trusted setup of the public one-way
permutation.) Overloading our notation, define & = TE[E, F,PGen] to be the ITM generated by
following the program of Figure 3 except it utilizes PGen to get f initially and queries E' and F oracles
where appropriate.

The TE construction runs F over the message to derive a tag, which is used as a key for a variant of
counter-mode encryption [29]. The tag is then ‘hidden’ via f. Note that outputting Yy = f(7') ensures
injectivity and, in particular, omitting it in the output results in a function that is not injective.

Why should TE work? Generating tags via F ensures that they are uniformly distributed. This
means that tags are difficult to predict and rarely collide. The tag is used as a message-specific key
for the CTR~-mode-like encryption of the message. This means that, with high probability, the tag
generates a new, uniformly random pad. The one-way permutation f is needed to hide tag values
from the adversary while simultaneously ensuring the injectivity of the entire object.

Theorem 5.1 Let E: {0,1}%x {0,1}" — {0,1}" be an ideal cipher, F = RF r( ), and PGen be the or-
acle described above. Let € = TE[E, F,PGen|. Let A be an adversary that asks at most (q1,q2,q3,q4, 1)
oracle queries, each of length at most p bits, and runs in time at mostt. Then there exists an adversary
C such that

ri f (io+q@+a3)?  dd—aq
AdngO(A) < Advp™' (C) + o + 12k+1

where o = [p/n] and S, the simulator defined in Figure 4, runs in time at most ts < c(u + gaqq) for
some absolute constant ¢ and makes qs = q4 queries. Adversary C runs in time t' < t +ts + (g2 +
qa)Times + (q1 + g2 + qa) log(q1 + g2 + q4) + /.

A full proof of the theorem is provided in Appendix A, here we just provide a brief proof sketch. An
adversary is given either the oracles (£, E, D, F, PGen) or the oracles (Z,Sg,Sp, Sz, Spgen)- Intuitively
the structure of TE ensures that an adversary, attempting to discover information about the tag and
the random pad created for some message M, must reveal to the simulator M (via the fourth oracle).
Knowing M, the simulator can ‘program’ the random pad to be consistent with output of the ideal
injection 7.

The simulator will fail if either of two events occurs. The first event corresponds to when two tags
collide in the course of simulating the construction. If this happens the CTR mode must generate the
same pad, and no longer hides relationships between input and output bits. Such an event will occur
with low probability because F is a PRO. The second kind of event is if the adversary infers a tag
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value without utilizing its fourth oracle (F or Sx). If it can do so, then it can compute the pad using
the second oracle (FE or Sg) before the simulator knows the message the tag corresponds to. This
event should happen with low probability because it requires the adversary inverts f on some image
returned as the first & bits of a query to the first oracle. We can bound the probability of A inverting f
on some point in terms of its ability to invert on a particular point (hence the qlAdv%Wf(C) term).

DiscussioN. We point out that the one-way permutation really is requisite: omitting it would result
in a construction easily differentiable from a random injective oracle. An adversary could simply query
its first oracle on a random message M, receiving T || Y7. Then the adversary could query its third
oracle (either D or Sp) on (7,Y7). At this point the simulator has no knowledge about M; and will
therefore only respond correctly with low probability.

EFFICIENCY IMPROVEMENT. When utilizing TE within MCM there exists a potential efficiency im-
provement. Instead of computing a new tag over the output of H in &, one could reuse the tag
computed in &. This would reduce the computational work, beyond computing H, to one use of F
and f and the two uses of the CTR-mode-like encryption. That said, we offer no proof, and leave an
analysis to future work.

6 Open Problems

This first investigation into application-agile hashing with provable collision-resistance raises numerous
interesting research questions:

1. Can more efficient “mixing” steps be constructed? In particular, building a construction that is
length-preserving and/or dispensing with the trapdoor one-way permutaiton.

2. Can general, component-orientated constructions be built that address additional applications
(beyond collision resistance and “behaving” like a random oracle)?

3. Can upper bounds on A be proven for proposed collision resistant hash functions?
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A Proof of Theorem 5.1

Proof: Without loss we focus on adversaries that only query PGen a single time and at the beginning
of the game. We therefore omit explicit mention of this oracle and instead just simply give A the
generated function at the beginning of the game. Note also that A is assumed to never ask pointless
queries. Our proof utilizes games [4]. We first over-view the game sequence.

We start with two games: game RO (Real 0) emulates the oracles (€, E, D, F) whereas game 10 (Ideal
0) emulates the oracles (Z,Sg,Sp,Sr). We notate game transitions by G — G’. We go through the
transitions R0 — R1 — R2 — R3 in order to make it have structure more like 0. At the same time we
go through the transitions 10 — I1 to make I0 have structure more like RO. These two game chains meet
up with R3— GO and I1 — G1 where GO and G1 are identical-until-bad. Then we begin modifying
G1 in order to move to a game which we can use to build a “some-point one-way function” adversary.
This last is a generalization of the usual one-way function definition, and is at the core of the security
of TE. We bound the setting of bad in terms of such an adversary. Finally we give Lemma A.1, which
bounds the advantage of any “some-point one way function” adversary by the advantage of a related
(normal) one-way function adversary.

» Game RO is shown in Figure 5. The subroutine T'ESub implements £. Tables E and F are used to
lazily build the ideal cipher £ and random function F.

» (RO — R1) We move from RO to R1, shown in Figure 5, by removing permutivity restrictions on FE.
This means E and its inverse are replaced by two random functions. Note that in R1 O3 needs only
return random bits — pointless queries are not allowed and the construction never utilizes the inverse
of E. This is a lossy reduction and a birthday bound analysis gives us that

2
AdV(.ARO,.ARl) < ((hﬂ +§Z +Q3) .

» (R1—R2) In this transition, we modify how O, queries are handled. Now, instead of sampling
directly for F, O, determines its return value via T ESub. Particularly O4 runs T ESub. If the same
message M was not already executed through TESub (via a query to Oy), then a new random string 77
is sampled and the first block returned by TESub is f(T7). Otherwise the value f(T7) is returned,
where T is (what would have been) the range point of F defined during the previous query to Oj.
Thus we see that this code change still implements F as before, but we no longer need to maintain F.
On the other hand, running T'E Sub for O4 queries also defines several range other random variables in
the table E. However this is still conservative. If the same message was previously queried to O; then
those points were already defined already. Otherwise, these points are defined, but the adversary A
learns nothing about them until a later query to O; or Q3. Thus we’ve merely chosen them early.
Thus we have that
Adv(AM AR?) = 0.

» (R2—R3) We conservatively modify oracle O — simply adding an extra consistency check. For
any K, C pair for which Ex(C) is already defined from executing T'ESub and such that K corresponds
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to a value returned to the adversary via an O4 query, we simply return the appropriate value as shown.
This value is equal to the one in E, and therefore we have that

Adv(AR2 AR = 0.

» Game 10 is shown in Figure 7, and it implements the oracles (R, Sg,Sp, Sr).

» (I0 —I1) We conservatively transition from I0 to I1. In I1 we sample for Z by running a subroutine
TESub. The distributions are unchanged, and note that although 10 records random choices in E,
consistency is not maintained. The distribution of responses to Oy queries are therefore the same as
in 10. We have that

Adv(AY, A =0.

» (R3— GO and 11 — G1) We add a flag bad to game RO to get game GO and to I1 to derive G1,
Figure 8. Clearly both changes are conservative, and now we have that GO and G1 are identical-until-
badl or bad2. Applying the fundamental lemma of game-playing [4] gives

Adv (A% A9 < Pr [AGl sets bad1] .

» (Gl — G2) Game G2 modifies how the flag badl is set. Instead of recording random variables
defined in a table E (as in G1), G2 records in a set 7; all the range points corresponding to values 77
utilized in T ESub or values K queried to Oy. These latter values are only the ones which do not equal
a I'V value resulting from a previous O4 query. We have that

Pr [.AGl sets badl] < Pr [AG2 sets badl]

since whenever G2 would set bad due to a collision in the table E, game G1 finds a point already in
7,. (Note that the reverse is not necessarily true — G2 might set badl in cases where G1 would not.)

» (G2 — G3) Game G3 adds an input flag to TESub and uses it to differentiate between O; and Oy
queries. The two cases, however, are not treated any differently compared to G2 (the boxed statements
are not included). We also add a set 7p that tracks the values T9 chosen in TESub for O queries.
We have that

Pr [.AG2 sets badl} =Pr [.AG3 sets badl] .

Lastly a flag bad2 is set whenever a collision occurs in 7p.

» (G3— G4) Game G3 and G4 are identical-until-bad2, and G4 simply restricts sampling to avoid
collisions in the choice of 77 values for (new) O; queries. By the i’ such selection, the size of 75 is at
most ¢ — 1. Counting across all O queries we have that

q1

Pr [ A% setsbad2] < Zi_l_q%_‘h
- ok ok+l1
i=1

and applying the fundamental lemma of game-playing
Pr [AG3 sets badl] < Pr [AG4 sets badl] + Pr [AG4 sets bad2]

4 - G4
W =+ Pr [.A sets bad2] .

» (G4 — G5) We modify G4 conservatively to get to game G5: O4 queries are checked up front to
see if the message was earlier queried to O;. If so the previously chosen ®* point is inverted and the
preimage is returned. Otherwise T'ESub is executed as before.

Pr [.AG4 sets badl] =Pr [.AG5 sets badl]
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» (Adversary B) Game G5 represents an algorithm that can invert f on some point. More particularly,
G5 can be straightforwardly converted into a “some-point one way function” adversary. We define the
some-point-owf advantage of an adversary B against a function f: Dom — Rng by

AdvP™(B) = Pr [ (£, ) S F; X & BP(f) B wins

The image oracle Pl, when invoked (on no input), chooses a novel random point X’ € Dom, records
it, and returns f(X’). (By novel, we mean that the oracle samples from Dom without replacement.)
The inverse oracle Inv, on input Y, returns f~(Y) if Y was previously returned by Pl and otherwise
it returns L (i.e., B only gets to invert points already returned by PIl). The adversary wins if it can
find a preimage X such that Y was returned from Pl and Y was not queried to Inv.

We construct a spowf-adversary B from G5 as shown in Figure 10. The adversary runs exactly like
G5 except that it (1) utilizes Pl to help answer O; queries (for messages not already queried to Oy);
(2) utilizes Inv to invert images of f returned by previous O; queries, and (3) it uses a table P to track
image, preimage pairs of f discovered through the course of the game. By the structure of the spowf
security game we have that

Pr [AG5 sets badl | = AdV]SFpOWf(B) .

» (Adversary C) Now we prove the following lemma, which in turn completes the proof of Theorem 5.1.

Lemma A.1 Let F be a a permutation family and B be a spowf-adversary running in time t and
making at most (¢;, qp) queries, these totalling p bits in length. Then there exists an adversary C such
that
f
AdvPV(B) < g AdvR(C)

where C runs in time t' <t + cu for some absolute constant c.

Proof: Given an adversary B we construct an adversary C as follows. On input f and target image
Y*, C chooses a value r € [1..q;] uniformly and sets a counter ¢ to zero. It then runs B. When B
queries Pl, adversary C increments c. If ¢ = r then C returns to B the target image Y*. Otherwise
it chooses a random point X, records it, and returns f(X). When B queries Inv(Y'), C checks that
Y was returned from a previous query to Pl. If not, it returns L. If instead Y = Y* then C aborts.
Otherwise it returns the appropriate preimage (which was earlier recorded).

Note that B’s environment, as simulated by C, is exactly that of the spowf experiment unless C aborts
early. Informally, if the choice r is correct, then B won’t force C to halt (since by the rules of the spowf
game, B can’t query to Inv the image point it will invert). A standard argument rigorously gives this,
yielding that
f
AdvPV(B) < ¢ AdvR(C).

Finally we add up the resources utilized by C. Here B runs G54 and so B runs in time tg < t +
ts + (g2 + qa) Times + (q1 + q2 + qa) log(q1 + g2 + q4) + ¢/ where t is the time to to run A; ts is the
time to run S (whose code still appears within B); Timey is the time to compute f on some point;
and the last term is the time needed to maintain 7; and find elements within it; and finally ¢ is an
absolute constant and g is the total number of bits queried by A. Inserting ¢z into the resources
utilized by C and redefining absolute constants appropriately gives us the resource bound of C stated
in the theorem. |
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procedure Initialize:

j < 0; F,E everywhere L; (f, f) & F; Ret f
procedure O;(M) * Implements € *
j <« j+1; Ret TESub(M,j)

subroutine T'ESub(M, j)
M7 — M; M - Mj, & M7
If 3 < j s.t. M* = M then

Ret f(T*) [[Y{ || -+ || Y
T7 & {0,1}*; If F[M7] # L then TV — F(M7)
F[Mj] — 77
for i =1 tom do

Pl & {0, 13"

If P/ € Rng(Er;) then P’ & Rng(Eqy)
If Ep; (i) # L then P} « Eq; (i)
ETj (Z) - P’L]

K3

Ret f(TV) || Y7 || - || Y

* Implements E *

procedure O:(K,C)
U< {013

If U € Rng(Ex) then U < Rng(Ex)
If Ex(C) # L then U «— Ex(C)

Ret Ex(C) <« U

procedure O3(K,Y)
c {013

If C € Dom(Ex) then C <& Dom(Ex)
If 3C" s.t. Ex(C") =Y then C' « C’
Ret EK(C) —Y

* Implements E~ L *

procedure O4(M)
je i+ 1T {013

If F(M) # L then T7 « F(M)
Ret F(M) «— T’

* Implements G *

RO

Figure 5: Game RO implementing the oracles (H, £/, D, F) and game R1, which replaces E and D by

random functions.

procedure Initialize:
j « 0; F,E everywhere L; (f, f1) £ F; Ret f

procedure O (M)
j < j+1; Ret TESub(M, j)

subroutine T'ESub(M, j)
M7 — M; M - M}, & M
If 3 < j s.t. M* = M7 then
Ret F(T) | Vi || -+ || Vi
79 & {0,1}*; It F[M7] # L then T7 — F(M?)
F[Mj} — T
for i =1 tom do
P& {01
If Epy (i) # L then P/ « Eq; (i)
Epi(i) = P/
Y] — Pl & M
Ret f(T7) (I YY I -+ || Vi

procedure O»(K,C)

U (i {0, 1}” * remove permutivity *
If EK(C) 75 1 then U «— EK(C)
Ret Ex (C) «— U

procedure Os3(K,C)

$
Ret D < {0,1}" * remove permutivity *
)

procedure O4(M)

Je i+ LTS {0 1)"

If F(M) # L then T7 «— F(M)
Ret F(M) « T?

R1
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procedure Initialize: R2
j < 0; F,E everywhere L; (f, ) & F; Ret f

procedure O (M)
j — j+1; Ret TESub(M, j)

subroutine T ESub(M, j)
M7 — M; M --- M}, & M
If 3i < j s.t. M* = M then
Ret f(T*) [[ YL | -+ || Yim
Tj i {0, 1}k * remove consistency check *
for i =1 to m do
P& 0,13
If E; (i) # L then P/ «— Eq; (i)
Epi (i) = P)
Y — Pl & M
Ret f(T7) 1YY [ - || Yih

procedure O2(K,C)

U< {013

If Ex(C) # L then U «— Ex(C)
Ret Ex(C) < U

procedure O3(K,C)
Ret D < {0,1}"

procedure O4(M)

Je—j+1

Yo || ? «— TESub(M,j) * sample using TESub *
Ret IV «— f~1(Yp)

procedure Initialize:
j < 0; F,E everywhere L; (f, 1) & F; Ret f

procedure O, (M)
j — j+1; Ret TESub(M, j)

subroutine TESub(M, j)
M7 — M; M --- M}, < M
If 3 < j s.t. M* = M’ then
Ret f(T*) [[Y{ || - || Yin
T & {0,1}*
for i =1 to m do
P& 0,1}
If Epy (i) # L then P/ « Eq; (i)
Epi(i) — P
Vi — Pl &M
Ret f(T7) [[ Y [] - || Y

procedure Oz(K,C)

If 3is.t. I = K and C' < |M*|/n then
Ret Mé« ©® Yé« * extra consistency check *

U< {013

If EK(C) 7& 1 then U « EK(C)

Ret EK(C) — U

procedure O3(K,C)
Ret D & {0,1}"

procedure O4(M)
Je—J+1

Yo || Y « TESub(M, j)
Ret TV — f71(Y)

R3

Figure 6: Game R2 and game R3 encapsulate conservative modfications which move the real games
closer to the ideal games.
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procedure Initialize: 10
j < 0; T everywhere L; (f, f1) & F; Ret f

procedure O (M)
Yo || Y & {0, 13M7
If I(M) # L then Yy || Y — I(M)
Ret I(M) — Y, || Y

* Implements Z *

procedure Oz(K,C) * Implements Sp *

If 3ist. I = K and C' < |M"|/n then
Ret M& @ YE

Ret U < {0,1}"

procedure O3(K,Y)
Return D <& {0,1}"

* Implements Sp

procedure O4(M) * Implements Sz *
je—j+1 MM, &M

i || V7 & o, 1M

If I(M7) # L then Yy || Y7 — 1(M7)
I(M7) < Y5 || Y?

Ret TV — f=1(YY)

procedure Initialize: 11
j « 0; 1,E everywhere L; (f, f 1) £ F; Ret f

procedure O, (M)
j — j+1; Ret TESub(M, j)

* use TESub to sample *

subroutine TESub(M, j)
M7 — M; M - M}, & M
If 3 < j s.t. M* = M’ then
Ret f(T*) (| Y{ || -+ || Yim
T & {0,1}*
for i =1 tom do
P! & {0,1}"
Ep; (i) = P]
Y} — P & M
Ret f(T7) [ Y{ [ -+ || Y

procedure Oz (K, C)
If 3ist. I = K and C < |M"|/n then
Ret ML @ YE
Ret EK(C) i {0, 1}” * record random choice *

procedure O3(K,Y)
Return D < {0,1}"

procedure O4(M)

JeJj+1

YOj H 5}]' — TES’LLb(M,]) * use TESub to sample *
Ret TV « f=1(Y{)

Figure 7: Games 10 and I1 (ideal 0 and 1). The former implements the oracles (Z,Sg,Sp,Sr) and
the latter is a conservative change to closer resemble to R3.
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procedure Initialize:
j < 0; E everywhere L; (f, f71) & F; Ret f

procedure O (M)
j < j+1; Ret TESub(M,j)

subroutine T ESub(M, j)
M7 — M; M --- M}, & M
If 3i < j s.t. M' = M then
Ret f(T*) [[ YL || -+ [| Yim
T & {0,1}*
for i =1 to m do
P& 0,13
If Epj(i) # L then
badl « true * add flag bad *
Eri(i) — P/
Y7 — PI @ M
Ret f(T7) 1YY [] -+ || Y

procedure O (K, C) '
If 3ist. I'" = K and C < [M*|/n then
Ret Mg @ Y

U< {o, 13"
If Ex(C) # L then
badl < true * add flag bad *

U — Ex(C)| Ret Ex(C) < {0,1}"

procedure O3(K,Y)
Return D & {0,1}"

procedure O4(M)
Jje—Jj+1

Yy || Y7« TESub(M, j)
Ret TV — f~'(Yy)

Figure 8: Games GO (boxed statements included) is equivalent to R3. Game G1 (boxed statements
not included) is equivalent to I1. Game G2 is a modification of G1 that dispenses with E and more

aggresively sets badl.

procedure Initialize: G2

§e0; (f, 1) < F; T 0; Ret f

* remove table E; add set 77 *

procedure O (M)
Jj < j+1; Ret TESub(M,j)

subroutine TESub(M, j)
M’ — M; M --- M}, & M
If 3 < j s.t. M* = M then
Ret @ [[ V)" [| -+ [| Vi
Tj & {0, ].}k, q)j — f(TJ) * compute range point early *
If & € 7; then badl « true
for i =1 to m do
P’ & 40,1}

K3

Y] — P} & M]
Z&q)] *rAecord oI * )
Ret &7 [[ Vi || -+ || Yin

* set badl aggressively *

procedure Oz (K, C)

If Ji s.t. T = K and C < |M*|/n then
Ret ME @ Y7,

3 f(K)

If ® € 7, then badl < true * set badl aggressively *

7 E P +add f(K) to image set *

Ret U <i {O, 1}” * return random point *

* compute range point *

procedure O3(K,Y)
Return D & {0,1}"

procedure O4(M)
Jej+1

Y{ || Y? — TESub(M, j)
Ret TV — f=1 (YY)
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procedure Initialize: G3
](_03 (.f?fil)(i]Fa%HZ<_®7 Retf * add set 7p *

procedure O (M)
j < j+1; Ret TESub(M,j)

subroutine TESub(M, j, flag)
M7 — M; M - Mj, & M7
If 3i < j s.t. M* = M then

* add flag *

Ret & || Y7 || --- || Y,
If flag =1 then = split into two cases *
T & {0,1}F
If 79 € Ty then
bad2 « true

Tj & {0, 1}k\7¥> * G3: add flag; G4: restrict sampling ¥
T & T7; &7 — f(T7)
else
T & 0,1} &7 — f(T9)
If ® € 7, then badl < true
for =1 to m do
Pl & {013
Y} — Pl oM
T & I
Ret &7 || Y{ || -+ || Y7,

procedure Oz(K, C)

If 3is.t. T = K and C < |M*|/n then
Ret M& @ YE

o f(K)

If ® € 7; then badl « true

TTED

Ret U & {0,1}"

procedure O3(K,Y)
Return D <& {0,1}"

procedure O4(M)
Jojtl
Yi || V9 — TESub(M, )

Ret T7 « f=1(Y{)

procedure Initialize:
G0 (ff7") & F T T 0; Ret f

procedure O (M)
j < j+1; Ret TESub(M, j,1)

subroutine T'ESub(M, j, flag)
M7 — M; M - M, & M
If 3 < j s.t. M* = M’ then
Ret @ [| Y7 [| -+ [| Vi
If flag =1 then
79 & {0, 1}’“\’]}; To & T * simplify code *
¥ f(T)
else
T9 & {0,1}F; 7 — (1Y)
If ® € 7; then badl « true
for i =1 to m do
Pl & {0,1}"
Y] — Plom
T &7
Ret &7 [| Y] || -~ || Vi,

procedure O»(K,C)

If 3 st. I = K and C < |M*|/n then
Ret M} @ YE

& — f(K)

If & € 7; then badl «+ true

T &P

Ret U <& {0,1}"

procedure O3(K,Y)
Return D & {0,1}"

procedure O4(M)
jej+1
If 3¢ s.t. M* = M then

Ret IV «— fﬁl(q)l) * add check for earlier O1 query *

Y{ || Y7 — TESub(M, j,4)
Ret IV «— TY

G5

Figure 9: Games G3 modifies how 77 values are selected and introduces a new flag bad2. Game G4
adds code to restrict the sampling of 77 so that collisions do not occur. They are identical-until-bad2.
Game G5 is a conservative change from G4, where some of the code is modified in preparation for
building a “some-point” one-way function adversary.
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Adversary B™"'™(f)
j « 0; 7\ < (); P everywhere undefined
Run A(f) answering oracle queries as follows:

Query O:(M)
j<—j+1; Ret TESub(M,j)

subroutine TESub(M, j, flag)
M7 — M; M - M, & M7
If 3i < j s.t. M* = M then

Ret @ || Y? || -+ || Vi
If flag =1 then

7 — PI
else

T7 & {0,135 @7 — f(T7); P[®7]  T7
If & € 7; then badl « true; Output P[®7]
for i =1 to m do
P’ & 0,13

K3

Y/ —PloM
T
Ret @ [| Y7 || -+ || Vi,

Query O2(K,C)

If Jis.t. T = K and C < |M*|/n then
Ret M& @YY

® — f(K)

If ® € 7, then badl « true; Output K

T & P, P[] — K

Ret U < {0,1}"

Query Os3(K,Y)
Return D & {0,1}"

procedure O4(M)

j—i+1

If 3i s.t. M* = M then Ret TV « Inv(d%)
Y{ || Y9 — TESub(M, j,4)

Ret IV « 77

If A halts, then output L

Figure 10: The some-point one-way function adversary B, which is essentially G5*.
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