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In ideal cipher model: collision resistance of 2n= 2.
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Goal
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Build a Compression Function
Based on Non-Compressing Primitives
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Find a construction H f 1;f 2 : f 0; 1gn � f 0; 1gn ! f 0; 1gn that:

has collision resistance close to 2n= 2

(for random f 1; f 2 : f 0; 1gn ! f 0; 1gn );

uses as few calls to f 1; f 2

(thus has a high rate: blocks processed/call).
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Constructing H looks harder
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probably easier
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Query Complexity

The adversary is computationally unbounded.
Count only the queries.

Full Complexity

The adversary is computationally constrained.
Count the full cost.
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Bitwise Construction
Rate-1 Impossibility Result

MD-Iteration
Bitwise Processing

V f f f

M = ( m1; m2; : : : mn )

H f (V; M )
n n

1 1 1

Given f 1; f 2 : f 0; 1gn ! f 0; 1gn de�ne

f : f 0; 1gn +1 ! f 0; 1gn : f (bjjx) = f b+1 (x)

Not very ef�cient: rate 1=n.
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Rate-1 Impossibility
Black, Cochran, Shrimpton (Eurocrypt'05)

CIN f COUTV

M

H f (V; M )
n n

n

Regardless of CIN and COUT :
Polynomially many queries to �nd collision on MD-iterated f unction.
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Rate-1/3 Compression Function
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H (V; M ) = f 1(M ) � f 3(f 1(M ) � f 2(V ))
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Rate-1/3 Compression Function

V f 2

M f 1

L
f 3

L
H (V; M )

n n

n

H (V; M ) = f 1(M ) � f 3(f 1(M ) � f 2(V ))

Collision Resistance (in ROM) � �(2 n= 2=n).
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Introducing the Yield

(V1; : : : ; Vq) f 2

(M 1; : : : ; M q) f 1

L
f 3

q queries

L
H1; : : : ; H?| {z }

yield

n

Adversary has q queries to each oracle.
For how many pairs (V; M ) can he compute H (V; M )? Yield!
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Introducing the Yield

(a1; : : : ; aq)

(b1; : : : ; bq)

L
f 3

q queries

L
H1; : : : ; H?| {z }

yield

n

Adversary has q queries to each oracle.
For how many pairs (V; M ) can he compute H (V; M )? Yield!

Claim: maximizing yield is best adversary can do.
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L
f 3

q queries

L
Yield

n

Query f 3 on collisions in ai � bj .

k-way collision ) k evaluations of H .
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Maximizing the Yield

(a1; : : : ; aq)

(b1; : : : ; bq)

L
f 3

q queries

L
Yield

n

Query f 3 on collisions in ai � bj .

k-way collision ) k evaluations of H .

yield(q) = �(2 n= 2) for q � �(2 n= 2=n)

Shrimpton, Stam Ef�cient Collision-Resistant Hashing from Fixed-Length R andom Oracles



Hash Functions
Related Work

Our Construction
Conclusion

Description
Collision Resistance
Other Properties

Other Properties

Preimage Resistance

yield(q) � 2n ) Effective Preimage Attack

Disappointing: q = O(22n= 3) suf�ces for this.

Multicollision Resistance

A single collision in f 1 leads to collisions for all V .

Thus also to arbitrary multicollisions when MD-iterated.

Find k-way collision in time O(2n= 2)
(compared to O(2n= 2 logk) by Joux for generic MD)
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Conclusion

V f 2

M f 1

L
f 3

L
H (V; M )

n n

n

� �(2 n= 2=n) CR hashing from non-compressing primitive.

Reasonably ef�cient: 3 function calls per n bits.

However, some other properties are suboptimal
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