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Motivation

= Asymmetric crypto versus symmetric
= Key distribution in open systems eased

= ECC versus RSA, XTR, NTRU

= ECC much more compact than RSA
= XTR, NTRU: well, yes, ...
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= Authentication
» Electronic Signature
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Elliptic-Curve Cryptography

= Protocol
= Challenge-response
authentication
= Algorithm
= ECDSA: elliptic-curve digital
signature algorithm
= Computation
= Scalar multiplication

Alice

= Repeated Doubling and
addition of curve points 2:Py = 2:(xy, y(lé 2) = (X3A)y23, gs) =P
- Finite-fiel i Xz = (oX1_t+az; ) - oXiy1
(']Igl(g?bll’[ed 3’?}%[?)?8”8 Y3 = £3X12 +az,*)(4xyy1” - Xs) - 8y1”
I3 = 2Y14,
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Optimization Goals

» Goals comply with = Security: > 160-bit
ISO 18000-3 requir- ECC
ements (13.56 MHz) « GF(2'°") and/or

= Area GF(p192)
+ Less than 1 mm? = Manageable control
= Power

- <10 A @1.5V .

= To guarantee 1m %
operating range | ]—'i
—J)
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Design Methodology

» Top-down design methodology

= Design space exploration
= Evaluation of design options
= Optimization for target application

= Focus on
= High-level models B
= Early estimates H -

» Parameterizable VHDL
= Target technology

= 0.35 ym CMOS process =
= Standard-cell implementation E=
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Architecture
ECC-Enabled RFID Tag

= Conventional tag architecture
= Plus ECC processor

<Antenna> NV ECC Processor
LRAM ;

+—> .| Register

ECC File
Vdd — Dig. | RFID —» |Cont-
Analog Front- | Cont- roller
—— | Frontend
T <— end roller =
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Architecture
ECC Processor

L— —
. 5
|
LT i
I
Elliptic-Curve Processor |

= Full-precision architecture
= Supports different finite fields
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Architecture

Dual-Field Arithmetic Unit

_ #Lv iy iy

= = =

» Operates in GF(2™) and GF(p)
» Redundant representation of GF(p)
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Results: Arithmetic unit

Name | Function Name | Function
(s,c)= (s,c)=

= Operations Gioar 10.0)
supported by [oq (s, ¢)—>(s”, 0) | Load | (a, 0)

arithmetic unit A s o sib | (sa. o)

m Many H\W Shftl | (2s, 2¢) Shftr | ((s+p-q)/2, c/2)
resources Mul, (a-bg, 0) Mul, ((s+p-q)/2+a-b, +, c/2)
reused L

= Dual-field capability -
at almost nooverhead [+ + &1 & =

» Uses Montgomery -
multiplication
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Results
= Size, performance, and power
CMOS ECC Processor
late | Area | Power | Clock | GF(p4g,) | GF(2°7)
[nm] [[mm?*]] [WW] | [kHZ] [S] [S]
350 1.31 30 60 11.3 7.1
180 0.35 30 175 3.9 2.5
90 0.09 30 945 1.3 0.8

= Reported in literature so far!

VLSI Group, J

RFID & Light-Weight Crypto, ECC and RFID

» Smallest stand-alone ECC processor
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Results

Does ECCU fit RFID?
= Areaon 0.35 yum CMOS

= No —too large: 1.31 mm?

= Area on 180 nm CMOS
= YES —0.35 mm? is feasible

= Power

= YES! Constraints can be met by
= Lowering clock frequency (e.g. 175 kHz @180nm)

= Performance

= |s poor: > 1 second for an operation (@ 175 kHz)
= But: 100 ops / second (@ f,,,, = 68.5 MHz)
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Conclusions

= Achievements

= Novel arithmetic unit
« Dual-field operation: GF(p) and GF(2™)

= Area (and power consumption)
« Suitable for RFID implementation

= Qutlook

= Hardwired control
= More efficient register file
= Random number generation, Hashing(!)
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Elliptic Curve Crypto Unit
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