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gKHRDOpVXegR�G�îDRNCXBDKZK)RTY�VXCFG_í�ï
H
CXRNUFLgKZVXU�VFG

HPN + 14 ≤ H ≤ HPN + 25
ôgn?U�VFegR �×RNCF\JBDY�UXM'egRT\�RSL�UFRNU�YpLg\�RTCXEHM

M'e�BjC'BDM�VFRTC'UfGDYgKHïDO�VFe�R�Lgígí)RTC�
)GDLgY�m iÛGDC
HPN

EhU%B�
)GDLgV � � 
�E�V'U%BDUXUcLg\�EHYgs^YgG^iÛLgCcVXegRTC
]�Y�G!�%KZR�mQsDRÎGDY^VXegR%í�BDUXUFídG_CcVlYpLg\ 
)RTCfmQEHUcVFCXE 
gLQVFEHGDYJUXM'egRT\�R_ô��bYJBSCFG_LgsDe�mQRT\�G_sDC'BjígegEhM
\^GQmQRNK ��R×RNY�m�Lgí�B�V/BjY�RTY�VXCFG_í�ï Gji>B�
dG_LQV ����
gEZVXUÎiÛG_C

HPN

EHY��×RNCF\JBDY�ï_ô
rpG�i¸BjC�O¬VFegR�UcRJR�UWVXEZ\JBjVFEHGDY�U�BDCFRJM�G_Y�UFRTCXî�BjVFEHîDR�GDY�RNUNô �?YgRJ\JB�ï 
gCXRNBj]ñE�VÖmgG!�%YñVXG

UcEHsDYgE��dMNBjY�VFKHï�KZR�UFUfRTY�VFCXGDípï 
pïJ\JBj]pEZY�sÖBDUXUFLg\�íQVFEHGDY�UNO�RDô s�ôHO�G_YgRo\JB�ïJBDUXUFLg\�RoVXe�B�V�� � 	
VFegR�MTE�VWï1Gji#CFR�UcEhmQRNY�M�R!BDY�m � ��	fVXegR�mgBjVFR�GDi 
�EZCFVFe Gji>VFe�R!EZYdmQEZîpEhmQL�BDK¬VFG�
)RSVFC'BDM']_RNm1EHU
]�Y�G!�%Y1VXGJVFe�R�B�VFVXBDM']_RTC�ôgÿgLgCFVFe�RTC�O�GDY�R�\�B�ï�BDUXUcL�\^RSVXe�B�V �"� 	ÎGDYgR�ídBjEHC/Gji �ÛídBDUXUcí)GDCFV
Y�L�\ 
)RTC�Olí�BDUXUcí)GDCFVÖR �QígEZCXï�mgBjVFR�	^GDi/VFe�RáM�GDCXCXRNUFídG_Y�mQEHYgsñóÎPi� BDY�m �"# 	�VFe�R�G�î_RTC'BjKHK
Y�L�\ 
)RTCÎGji	CXRNUFEhmQRTY�VXUfGji�VFegRSM�G_CFCXRNUFí)GDY�mQEHYgs�óÎPi��EHU�]pYgG!�%YJVXGÖVXegRSB�VcV'BDM']_RTC���ôgòÎegRTY�O
mQRTí)RTY�mgEZYgs?GDY!MTGDY�MTCFRTVFR�B_UFUFLg\�íQVFEHGDYdUTO5VXegR�CXRT\JBDEZYgEHYgs/RNY�VFCXGDípïo\JB�ï

dR�CXRNmgL�M�R�m!mQG!�%Y

dRNKZG!� ����
gEZVXUNô
noUcVFGDY�EHUFegEHYgsDKHïDO�UFL�M'eÅRNUcVFEH\JB�VFEHGDYdUJUcRNRT\ VXG 
dRñGDLQVÚGDi?VXegRáUFMTGDí)R�Gji � ��O ���%VFe�BjV

M�RTCFVFEZiÛï3Bñr�VFCXRTY�sjVFeÔGDi/ð�RNM'e�BDYgEhUc\ GjiorpGji ` �/EHsDe
	�iÛGDC��WmQRTY�VFE��dMNB�VFEHGDY�BDY�m3n/LQVXegRTY�VXE�`
MTB�VXEZG_Y�
�B_UcR�mÚGDY Ife�BjKHKZRNYgsDRT`ya/RNUFídG_Y�UcR?BjY�m1mgB�V'B!R��gM'e�BDYgsDRoLgY�mQRNCÎUFRNMTLgCXRo\�RNUXUFBDsDEHYgs
�¸UFRTR rpL�
dUcR�M5VNô �Qô ��	�ô	a%R�iÛRNCFRNY�M�R�U � ��O ����YgGjVXR�VFe�BjV!VFe�RJídRNCXUFGDY�BDKZEHqNBjVFEHGDY3Bjs_RTY�V�EZY�MTGDKZ`
KHB�
dG_CXBjVFEHGDY �%EZVFeñVFegR�EhUFUFLgEHYgs1UcVXBjVFR^GDC×GDCXs_BjY�EHUXB�VXEZG_Y�EHU×CXRNUFídG_Y�UcE 
gKHR!VXG1ígCXG�îpEHmgR�]DRNïQU
�%E�VXe UcL
�JMTEZRNY�VfRTY�VXCFG_í�ï_ô �/G!��RTî_RTC�O�VFegEhUfEHUfG�
pîpEZG_L�UFKZïÖYgGjV �ÎBjCXC'BjY�VFR�m�
pïÖVFegR �×RTCX\JBjY
EHUXUcL�EZYgsJUXM'egRT\�R_ô

��� � ã�ä�åd����è�äpä�
�ä6�(��

� ��
gê$�	� ���&�Däpê�ê eÖç��(�Nè�ç�g

ó�B_UcR�m�GDY VFe�RÖBDMNM�R�UFU%]_RTïQU
KENC

BjY�m
KMAC

O)UcR�UFUFEHGDY ]DRNïpUoBjCXR!RNUcVXB�
gKZEhUFegRNm�L�UFEZY�s
BÚVXegCFRNR�`yí�BDUXUSBjLQVXegRTY�VXEHMNB�VFEHGDYàígCXGjVFGQMTGDK �%E�VXeàC'BjYdmQGD\�YpLg\�
dRNCXUNô¬òÎegR�ígCFGDVFGQM�G_K�CXLgY�U

dRTV �fRNRTY^VFegR/aoÿñCXRNB_mQRTC>VFedB�V�EhUlí�BjCFVlGji)VFegRoEZY�UFí)RNM5VXEZG_YJUcïQUcVFRT\ BjY�mÖVFe�R/ðáa#ò%A=M'egEHí
BDU%UFegG!�%Y1EHY�ÿ>EZsdô � �¶UcRNR!BjKhUcG�� ���gO������ 	�ô

� Øfw��XÍ É �Nwbw É uTvbxWwl�TvW���Á~!��wb����~Öz��XvW�!�T~��Swb�Á~��'���NÈQuN�_x#���NÆ��)�%���5�Tv5���X�_vbvW�'~�x#�X~jxbvWu É �×�D�Á�'Æ�Â_w
�?È���xWwl�huTvfÂ��TxW�FÍ¶uT�HÍ¸�XË É ��vb��Ê

� �#���Á~�ÑáuT�/�!�N~��á��uTxW�'ÆÁw'�>È��N~�Ñj�Á~�Ç��'u�� É �N~��Á�'w!�T~pÂ É u�wyxc�NÆfuNÜ��X�'w�xW���Tx�vW�����_�ÁvW�����'u É �
uN�lxW�_� É �Twbw É uNvbxouN�#xW�_�'��vo�'ÆÁ���X~jxWw'ÊªÃ��_vbxW�_�Xv5�dÂ���xc�NÈp�Twb�'w/uN���!�T~j�Ú�Xu�� É �T~��Á�'w/�TÆÁvW�'��ÂD�1�Á~_Í
�'ÆÁ�pÂD�%wb�'�'�_vW��x¶�Öwb�X~�wb��xW�Á���/Â���xc�×wb���c���Tw�Â_�TxW�ÎuT��È���vbxW���T~pÂÖvW�'wb��ÂD�'~��'�%uT�ªxW���X�Áv��'ÆÁ�Á�'~�xWw��N~�Â
�'� É ÆÁu5���'�Xw'Ê

� Ø ÆÁ�'���XÆfuT�%xW���J��Ý % wyxbvW�'~�ÇTxW�3uN�%�H��~��FxW��uN~àÒ��_�XvW�Ú�N~��NÆ��Dwb��w�wb��u5Ò�w!xW�p��x�xW�����h�_~��XxW�ÁuN~
É vWu��j��Â_�'w!�NÂ_�����p��xW� É vWuTxW�'�XxW�Áu�~
�NÇ��N�Á~�wyx^Â_�'ÆÁ�ÁÈQ�Xvc��xW�'Æ�� É ÆZ�T~�~_�5ÂñuTv�uNvWÇ��T~��Áwb�5Â
ÈDvW�5�N�c�
uT�
��Ý % wb�'�X�_vW��x���È��Ö�Txbxc�N�cÑ��XvWw É uNwbwb�'wbwb�Á~�Ç!�×�_��ÇN�J�Txbxc�T�FÑ É uNxW�X~jxW���TÆÛÊ
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RNDICC ∈R {0, 1}64

←−−
RNDICC

−−−−−−−−−−−−−
RNDIFD ∈R {0, 1}64

KIFD ∈R {0, 1}128

SIFD := RNDIFD||RNDICC ||KIFD

EIFD := EKENC
(SIFD)

MIFD := MACKMAC
(SIFD)

−
A := EIFD||MIFD

−−−−−−−−−−−−−−−→ ÄÎ�'�Xvb� É x��N~�ÂÖ���XvW���Z� EIFD||MIFD

KICC ∈R {0, 1}128

SICC := RNDICC ||RNDIFD||KICC

EICC := EKENC
(SICC)

MICC := MACKMAC
(SICC)

KSSeed = KIFD ⊕KICC

←−
B := EICC ||MICC

−−−−−−−−−−−−−−−ÄÎ�'�Xvb� É x��N~pÂ����XvW���H� EICC ||MICC

KSSeed = KIFD ⊕KICC

BDCFE À���À �#�Twb�Á��Øl�'�'�'wbw/Ù>uN~�xbvWu�Æ�Þ¬vWuNxWu��'uNÆ�ÈQ�Xx¶Ò#�'�X~ÚxW�_�?�fÃñvW�'��Â_�Fv�ÏÛ�NÆÁwbuÖvW�F�h�XvbvW�5ÂJxWuÖ�NwÎ}¶~_Í
xW�Fvb� �N�X�×ÄÎ�'�j�Á�'�o}yÃªÄ/Ð��N~�Â�xW���×Ì^���#Ä��c��� É ÏÛ�NÆÁwbu!vW�X�h�XvbvW�'ÂÚxWu��Nw�}�~�xW�'ÇNvc��xW�5Â Ù>��vW�'����x/Ù#��vcÂ
}yÙlÙlÐFÊ

E
Â_�'~_uNxW�'wo�dvW� É ÆÁ�XÍ¸Ä % �1�'~_�Xvb� É xW�Áu�~�� MAC

ÂD�'~�uTxW�'woxW�_���Xvb� É xWuNÇNvc� É ���Á�!�F�_�'�cÑDwb�_�
�T�'�'uTvcÂ_�Á~�ÇSxWuS}y��Ý���} % Ù '���'���Í��?Ì�Ø�ÙÔØfÆÁÇ�uTvW�ÁxW�_� ) +����/.¸Ê

noU#CXRNUFLgK�VlGDiªÿ>EHs�ô��QOjVFegR/UFRNUXUcEHGDYÖ]DRNï
KSSeed

EHU�M�GD\�ígLgVFRNm�B_U
KSSeed = KIFD⊕

KICC .
ó�ï�L�UcEHYgs1VFegR�UXBj\�RÖ]_RTï�mQRNCFEHî�B�VFEHGDY
UFM'e�RT\�RÖB_U?EHY
rQRNM5VXEZG_Y �gô��_Oªò�CXEZígKHR�`bA?ìfr

UcR�UFUFEZG_YÖ]_RTïQU
KSENC

BjY�m
KSMAC

BDCFRÎG 
QVXBDEZYgR�m¬ôDòÎegR?UcL�
dUcR��_L�RTY�V�M�G_\^\ÖLgYgEhMTBjVFEHGDY
VFC'BjY�UciÛRTC'UÎKZG_sDEhMTBDK�ðáa#ò%A mgBjVXB�BjY�m�EhU/UFRNM�L�CFR�m �%EZVFe�VXegRNUFR!ò	CXEHígKZRT`yA?ìfr UFRNUXUcEHGDY�]DRNïQU
KSENC

BjYdm
KSMAC

ô
�
R!mQRTY�GjVFRSVXegR�G�îDRNCXBDKZK¬UFR�V/GDi#MTGD\�\�LgY�EHMNB�VFEHGDY mgBjVXB^GDY�VFe�R
�%EZCXRTKHRNUXU%M'e�BjY�YgRTK �%EZVFe

C
ô
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�àR/í�CFR�UcRNY_VlV ��G!B�VFVXB_M']pUlBDs_BDEZY�UcVlígCXEZî�BDMTï " � � 	lAoEHCXRNM5V�]_RTï^UcR�BjC'M'e��%EZVFeÚBSígCXGDí�CFEHR�V'BjCXï
a/ÿ��WA CFR�BDmQRNCoV'BjCXsDR�VXEZY�s1ðáa#ò%A×U �¶rpL�
dUcR�M5VNô ��ô�� 	oBDY�m�� ��	?ì�B�î_RNUXmQCFG_ígígEHYgs mQL�CFEHYgs B
ó�B_UcEhM!n%MNM�RNUXU×IfG_Y�VFCXGDK�ígCXGjVXGQM�GDK�CFL�Y �%E�VXeàBJCXRTs_LgKHBDC/EHY�Ucí)RNM�VFEHGDYñUFïQUWVXRT\ BjY�mñUcL�
dUcRT`
�_L�RTY�V�]DRNï�UcR�BjC'M'e ��rpL�
�UFRNM�VNô���ô �×BDY�m^rQL�
�UFRNM5V�ô �gô � 	�ôDó�GjVXe^BjVcVXB_M']QUlMTBjY�
)R/mQCXB_UWVXEHMNBjKHKZï
Ucí)RTR�mp`�L�í�
pïÚEHY�UFRTCFVFEHYgs�ígCXEZG_C�]pYgG!�%KHRNmgsDRSB�
)GDLQV%VXegR!ðáa#ò%A�egG_KHmQRNCNô
noU�MTGDY�UFR���LgRNY�M�RoGji�UcLdMTM�R�UFUciÛLgK)B�VcV'BDM']QUNO_mQEhUWVXCFE 
gLQVXRNmJmgBjVXB�
�BDUFRNUl\JB�ï�
dR×mQRTí�KZG�ï_RNm

iÛGDCÎVFC'BDMTEZY�s�MTE�VXEZqNRTY�UÎG_Y�M�R×VXegRTEHCoðáa#ò%A�EhmQRTY�VXE��dMNB�VXEZG_Y�mgBjVXB^EhU%CFRNîDR�BjKHRNm¬ô



e-passport
RFID-

Reader
RFID

Channel

non RFID Channel
MRZ_information

eavesdropper

Database Database

Hardware optimized
Code-Breaker

(e.G.: COPACOBANA)

enc( , ),
RND_ICC, msb_8(E_ICC),

MRTD_data  K_ENC

time, place

K_ENC, MRZ_information
MRTD_data,
time, place
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� ��� � �Ûè�ä6�=�Úã�ä�å��	ä.
gè-���
�àRoB_UFUFLg\�R�VFe�BjV�VFe�R/BDmQî_RTC'UFBDCFï�mQGpRNU�YgGjV�]pYgG!�"VFegR%RNY�VFEHCFR/ðáa]�ÚEHYQiÛG_CF\JB�VXEZG_Y�ô �oG!�Î`
RTîDRNCNO_VFe�RSB_mQîDRNCXUXBjCXï^\�B�ï�]pYgG!��G_Cfs_LgRNUXU�GDY VFegRSmgB�VXR�`yGji ` 
gEHCcVXe1BjYdm BjKhUFG�GDY VFegR�MTE�VWï
GjiªCFR�UcEhmQRTYdM�R%GjiªEHY�mQEHî�EhmQL�BDKHU��jô�òÎegR/BDmgîDRTC'UXBjCXï�G!�%Y�UlBjYJa/ÿàCFR�BDmQRNC�mQRTîpEhM�R/BDY�m^EHU�B�
gKHR
VFG í)G_UFEZVFEHGDYñEZVSYgRNBDCc` 
pïÚVFG1VFe�R^ðáa#ò%A;egG_KHmQRNCNO)RDô s�ôªmQLgCXEHYgs ��LgRNLgEZY�s Lgí
B�V×M'e�RNM']�`�EHY
mQRNUF]QU?G_C?EHYñCXRNUcVXBDLgC'BjY�VXUNô)n?USUcegG!�%YñEZY3ÿ>EZsdô �gO)VFegRJóÎBDUFEHMÖn%MTMTRNUXUSIfG_Y_VXCFG_K�í�CFGDVFGQM�G_K
EHU�UcVFGDí�ídR�m�
pï3VFe�R ðña>ò%A EZi

EIFD

EhUÖY�GjV�îDRTCXE���RNm¬ô �oGjVFR1VFedB�VÚðáa#ò%A�mQGpRNU^YgGDV
EZ\�ígKHRT\�RTY�V%B�i¸BDEZKHLgCXRoM�G_LgY�VFRTC�O�E¶ô RDôHO�ðña>ò%A EhU�Y�GjV 
gKZGQM']_RNmJBDUfCXRNUFLgK�VfGji	\JBjYpï^LgY�UFL�M5`
M�RNUXUciÛLgKgígCXGjVXGpMTGDKgCXLgY�U�	�ô �yi)VXegRoðáa#ò%A UcRNY�mgU�BSCXRNUFídG_Y�UFR

EICC ||MICC

ODBS]DRNï�\JB�V'M'e
UcL�MNM�RNRNmQR�m1BDY�mJVXegR!B�VFVXBDM']_RTCÎMTBDY1mQEHCFR�M5VXKZï UcVXBDCcV�VFGJmQG!�%Y�KZG�BDm ðña>ò%A EhmQRNY_VXE��)MTB�VXEZG_Y
mgB�V'Bgô

� � � a]
&�)ä�ê�é�è�ç�b b ��� � 

�A
"��
O��ê�b�ä6�=�$�¸ç����¬å�ê��Nä�

�àRÚB_UFUFLg\�RÚBjY3BDmQî_RTC'UFBDCFïáUFL�MNM�RTR�mgU×VFG�\�G_YgE�VXGDCSVXegRÚM�G_\^\ÖLgYgEhMTBjVFEHGDY3Gji�VFegRÚóÎB_UcEhM
n%MTM�R�UFU�IfG_Y�VFCXGDK#ígCXGjVFGQMTGDK 
dRTV �fRNRTY3B ðáa#ò%A BjY�m
BjY
EHY�Ucí)RNM�VFEHGDY3UcïQUcVFRN\ Uce�G!�%YàEHY
ÿ�EHs�ô �QôªòÎegEhUoEhU×BÚCXRNBjKHEhUWVXEHMÖBDUXUcLg\�íQVXEZG_Y�O�EZi�VXegR^B_mQîDRNCXUXBjCXïÚEhU �%EZVFe�EZY
B mQEhUWV'BjY�MTR�GDi�B
iÛR �Å\�R�VFRNCXU � � �QO �!�yôjì�UFídR�M�EhBjKHKZï_ODEZi¬MTGDY�VFCXGDKhU�BDCFR/MNBjCXCFEHRNm^GDLgV�EZYÚB�VFC'BjEHY�O�VFe�EHUfEHU�L�UFL�BjKHKZï
VFegR�MTBDUFRDô�ófï3BDUXUFLg\�íQVFEHGDY�O	VFegR1BDmQî_RTC'UFBDCFïñmgG�R�U�YgGDVÖ]pYgG!� VFegR�ðáa�� EHYQiÛGDCX\JB�VFEHGDY	ô
�/RTî_RTCFVFegRNKZR�UFUNO�VXegRfB_mQîDRNCXUXBjCXï/EhU�B�
gKHR�VFG?sDLgR�UFU�VFegR�mgB�VXR�`yGji ` 
gEHCcVXe�GjiQVFe�Rfðáa#ò%A�egGDKhmQRNC
BjY�m���mQRNídRNY�mQEHYgs�GDYáVXegRÖVFEH\^R 
)RTEHYgs!� BjKhUFG GDYñVFegR�\JB!�QEH\�Lg\ R �pí�EZCXïámgB�VXRÖGDi�VFe�R
mQGQM�Lg\�RTY�V�ôªÿ�LgCFVFegRNCNO)VFe�R�B_mQîDRNCXUXBjCXï \JB�ï�EhmQRTY�VXE�iÛï VXegR�EHUXUcL�EZYgs UcVXB�VXRÖGDi�VFe�R^ðáa#ò%A
mQGQM�Lg\�RTY�VoBDY�m \JB�ïÚ]pYgG!� E�V'U%mQEhUWVXCFE 
gLQVXEZG_Y UXM'egRN\^RSGDi>í�B_UFUFí)GDCFV�YpLg\�
dRNCXUNô
òÎegRÖB_mQîDRNCXUXBjCXï \�GDY�E�VXGDC'U

RNDICC , A
BDY�m

B
GDifÿ>EZsdô �1BjYdm VFegR^RTY�VXEZCXR^UFL�
�UFR�`

�_L�RTY�VoUcR�M�LgCXRNm1M�G_\^\ÖLgYgEhMTBjVFEHGDY
C
ô
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gEHCcVXe VXegRTY�EHUÎB�
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BjCXGDLgY�m ���gô ��BjYdm ��#�ô #^ð��oqDô

frequency [Mhz]

Power

14,412,7

13,56
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)GjVXe�UcEHsDY�BDKHU �ÛiÛCFG_\ ðáa#ò%A �FI%I BDY�m iÛCFG_\ VFe�R�CFR�BDmQRNC 	^BjCXRáUFEZs_Y�BjKhU �%E�VXe

VFegR 
�B_UcR1iÛCFR���LgRTY�MTï ����ô � �ñð��oq�VFegR�UXBj\�R�BDY�VFRTY�Y�BàUFR�VXLgíÅMTBjY 
dR�LdUcR�mÔiÛGDC 
)GjVXe
mQEZCXRNM�VFEHGDY�UNO�UFGáVXe�B�V^GDYgKHï3GDYgR1BjY�VFRNYgY�BáEhUÖYgRTR�mQRNm¬ô#ò�GáG�
QV'BjEHYÔVFe�R VXCXBDY�UWiÛRNCFR�mÔmgB�V'B

dRTV �fRNRTYáV'Bjs�BjY�m�CXRNB_mQRTCoVFegR^CXRNM�RNEZî_RNm�UFEZs_Y�BjK>e�B_U/VXG 
)R^BDY�BjKHïpqTR�m¬ôdò�G CXR�VXCFEHRTî_R!VFe�R
\^GQmQE���R�m�ð�EHKZKHRTC#M�GQmQR�VFegR
����ô � �/ð��oq�UFEZs_Y�BjK_e�BDU	VFG

)R�mQRTVFR�M5VFR�m¬ô�òÎegEhU�MNBjY�UFEZ\�ígKHï�
)R
mQGDYgR

pïJL�UFEZYgs^BjY ���gô ���Öð��/q×RTYpî_RTKHGDí)R?mQRTVFRNM�VFG_CÎBjVfVXegRSBjY�VFRNYgY�B^Bj\�ígKHE���RNCfG_LQVFí�LQVNô
ò	GÚCXR�VXCFEHRTî_RSVFegR^ðáBjYdM'egRNUcVFRNCoM�GQmQR^UcRNY_VoiÛCFG_\,VXegR!V'BjsÚEZVoEhUoYgR�M�R�UFUXBjCXïJVFG�mQR�VXRNM�VoVFe�R
� #��/] �oq�KHG_B_mS\^GQmQL�KHBjVFEHGDY�ô�k�CXRTîpEZG_L�U�R �QídRNCFEH\�RTY�VXU�UcegG!��RNm � �!�yONVFe�BjV	VFe�EHU>MTBDY 
dR�mQGDY�R

�ïÚVFLgYgEHYgs�VXegR��%egGDKHR�UcïQUcVFRN\ VFG�G_YgRSGji>VFegR!UFEHmgR�` 
�BjY�m�U � �Qô �Öð��/qSGDC���#�ô #^ð �/qDô
n%M5VFLdBjKHKZï_O �fR!MTGDY�UFEHmgRTCÎVFe�R�L�UFBDsDRSGjilB^k�[	[ � ��BjY�m�B^iÛCFR���LgRTY�MTïÚ\�E��QRNCoBDU%UFegG!�%Y

EZY�ÿ�EHs�ô
�pô#òÎegR�BDmQî�BjY�V'BjsDR Gji/VXegEHU^UFR�VFL�í"EhUÖBDY�R��pVFRNY�UFEZG_Y�Gji%VXegR1G_ídRNCXBjVFEHYgsáC'BjYgs_R

dR�MTBjLdUcR 
)GjVFe	OQVFegR�L�ígídRNCoBjYdmÚVXegR�KZG!��RTC%UFEHmgR�` 
�BjY�m�UTOgBDCFRSmQR�VXRNM�VFRNm�ô
# $ Þ	���Nwb����u��FÑ��'Â��du�u É



Amplifier

13,56 Mhz
Detector

Mixer

PLL
13,56MHz

Reader to e-passport
(Modified-Miller-Code)

e-passport to
(Manchester-Code)

Reader

Antenna

BDCFE À��gÀ ��wb�ÎuT�	�SÞ � ���T~pÂ��o�HvW�������X~��X�!����ËD�Xvl�huTv�wb�ÁÇN~p�NÆ É vW� É �Tvc��xW��uN~dÊ

ì��QídRNCFEH\�RTY�VXU �%EZVFeáB�UFEZ\�ígKHR!UcRTVFLgí�e�B�î_RSBDKZCXRNB_mQïÚUFegG!�%Y � �!�yOpVFedB�V �%EZVFegG_LQV/GDíQVXE�`
\^EHqTEHYgs BDY�VFRTY�Y�B�BjY�m�BD\^í�KZE���RTC/VFegR�MTGD\�\�L�YgEHMNB�VXEZG_Y MNBjY 
)R!RNB_UcEHKZï1\�GDYgEZVFG_CFR�mÚiÛCXGD\
B!mQEhUWV'BjY�MTR/Gji

2
\�R�VXCFR�U�L�UFEZY�s�BjYÚBDY_VXRTYgYdB×VFLgYgR�mJGDYJG_YgR/UFEHmQRT` 
dBjY�m¬ô �àRoR��QídR�M5VfVFe�BjV


�ïàGDíQVXEZ\�EHqTEHYgs VFe�R UcRTVFLgí	O�L�UFEZYgsáB kf[	[¬`bð�E��QRTC�rpRTVFLgí�O>mQEhUWV'BjY�MTRNU�Lgí
VXG
10
\^RTVFCXRNU

MTBjY�
)R�CFR�BDM'egR�m¬ô

� � � � ��� � e�è�
��$hdä�è
IfCFïpíQV'BjY�BDKZïQUFEHU	Gjig\�GQmQRTCXY�M�CXïpíQVFG_sDC'Bjíge�EHM�BDKZs_GDCXE�VXeg\JU�e�B_U 
)RTRNYÖBoUFL�
�	WR�M5V#GjigCXRNUFRNBDCXM'e
iÛGDC	\JBDY�ï×ïDR�BjC'UTôNð�L�M'e�R � GDCFV	e�B_U 
)RTRNY!ígLQV#EZY�VXG 
gCXRNBj]pEHYgs/M�EHígegRNCXU 
pï×mQE � RTCXRTY�V>MTCFïpíQVF`
BjY�BDKZï�VFEhMf\^RTVFegGQmgUlBDY�m^mQEHUcVFCXE 
gLQVFR�mÖUFRNBDCXM'eÖBjKHsDGDCXEZVFeg\JUNô�óÎBDUFEhMTBjKHKHïDO�iÛGDC>VFe�R�í�LgCFí)G_UFR�Gji
UcR�M�LgCXE�VWï!VFegR/MTGD\�ígLQV'B�VFEHGDY^R � GDCFVlGjiªM�CXï�ígVXBjYdBjKHïpUFEhU>UFegG_LgKHm�
)R%egEZs_e�OjR_ô sdôZO�EHY^VFegRÎGDC'mQRNC
Gji

256
VXG

280
G_ídRNCXBjVFEHGDY�UNôQn MTGD\�\�GDY M'e�BjC'BDM�VFRNCFEhUWVXEHMoGji>\�BDYpï mQEhUWVXCFE 
gLQVXRNm�M�CXï�ígVXBjYg`

BjKHï_VXEHMNBjK>BjKHsDGDCXEZVFeg\JU/EhU?egEZs_eáí�BDCXBDKZKHRTKHEHUF\ ô�n ��B�ï�Gji�EH\�ígKZRN\�RTY�VFEHYgs1UFL�M'eñBDKZs_GDCXE�VXeg\JU
EHU×VXG�ídRNCciÛG_\�VFegRJCXR���LgEHCXRNmàGDí)RTC'B�VFEHGDYdU 
pïá\�R�BjY�USGDife�BDCXm �ÎBjCXR^\^GQmQL�KZR�UTO¬egG!��RTî_RTC�O
B�V%CFR�BDUFGDY�B�
gKHR×MTG_UcVXUNô
n�UcGDi V ��BDCFR#Bjí�ígCFG�BDM'e×GjigmQEhUWVXCFE 
gLQVXRNm�MTGD\�ígLQVXEZYgs��%EZVFe�KHGpG_UFRTKHï?MTGDLgígKHRNm×ígCXGQM�R�UFUFGDC'U

EHU�GDYgR1ídG�UFUFE�
�KZRÚEH\�ígKHRT\�RTY�VXBjVFEHGDY�M'egG_EHMTRJiÛGDC^BjY�ðáa#ò%A M�C'BDM']_RTC�ô	ÿgG_C!EZYdUWV'BjY�MTRÚVFe�R
rpì�ò ���?egG_\^R�ígCXG�	WR�M5V � � #�� 
�B_UcR�máG_YàL�UFEHYgs�VFegR�EhmQKZRÚMTïQM�KHRNU×GjifVFegRJepLgs_RÖYpLg\�
dRNC�Gji
M�GD\�ígLgVFRTC'U!MTGDYgYgR�M5VXRNm
îpEHB�VXegR �bY�VFRTCXYgRTVNô�òÎe�RJCFR�UcLgKZVXU!Gji�VFegEhU�BDígígCXG_BDM'eàe�B�îDR 
)RTRNY
�_L�E�VXRÚUcL�MNM�R�UFUciÛLgKliÛG_C�UcG_\�RÚBjígígKHEhMTB�VXEZG_Y�U�BjYdmàEhU�L�UFRNmàiÛG_C�UcRNKZR�M5VXRNm
ígCXG�
gKHRT\JU �%egEhM'e
BjCXR1YgGDVÚîpEHB�
gKZR��%EZVFe�VFegRáMTGD\�ígLQVXEZY�s
í)G!��RTC �%E�VXegEHYÅB3UFEZY�sDKHR1G_CFs�BjYgEHqNBjVFEHGDY�ô��oUFEZY�s
mQEHUcVFCXE 
gLQVFR�m MTGD\�ígLQVXEZY�s�OÎegG!��RTîDRNCNOfCFR���LgEZCXRNUÚVFegRÔMTGDCXCFR�Ucí)GDY�mgEZYgs"EZYQiÛC'BDUcVFCXL�M�VFLgCXRáVXG
UcG_KZî_RoVXegR�LgY�mQRNCFKHïpEZY�s^í�CFG 
gKZRN\ OgBjY�m1VFCXL�UcV%EZY�VFe�R!M�GD\�ígLgVFEHYgsJYgGQmQRNUNô
�bYÖVXegRoðáa#ò%A M�GDY�VXR��pV�Ucí)RNMTEHBDK�`yígLgCXí)G_UFR�edBjC'm ��BDCFR�EhU�BjYJBDK�VXRTCXY�B�VXEZî_RÎM'e�GDEhM�RDO�R_ô sdôZO

R��Qe�BjLdUWVXEZî_RÖ]_RTïñUFRNBDCXM'eñiÛGDCSVFe�RÚA?BjVXB�ì�Y�MTCFïpíQVXEZG_Y3r�V'BjY�m�BjC'm �¶Aoìfr 	 ����#��yô�n 
gCFLgVFR�`
iÛGDC'M�RàBjVcV'BDM']ÅGji�VXegEHU1VWïpí)RàEhU \�G_CFRñVFe�BDY�V ��G"GDC'mQRNCXU Gji!\JBjs_YgE�VXL�mQRài¸BDUcVFRNC �%egRNY
EZ\�ígKHRT\�RTY�VXRNm�GDY ÿ>EZRNKHm1k�CXGDsDC'Bj\�\JB�
�KZR �SB�VXRSnoCFC'B�ïQU �¶ÿ>k0�Sn 	�VXe�BjY�EHY UFGji V �ÎBjCXRoG_Y
sDRTY�RTC'BjKªígLgCXídG�UcR�MTGD\�ígLQVXRTC'U%B�V%R���LgEHî�BjKHRTY�VoM�G�UWV'U �  ô
�yiSí)RTCFiÛGDCX\JBjY�MTR�EHUÚVFegRñ\^G�UWV1EZ\�í)GDCFVXBjY�V1MTCFEZVFRNCFEHGDY�iÛG_C BjY�ðáa#ò%A-M�C'BDM']_RTC�O#BDY

n?r �FI3mgRNUFEZs_Y!EHU	VFe�Rf\�R�VXegGQm�Gji)M'egGDEhM�R_ôNn�mQCXB ��
dBDM']o\JB�ï 
)R�VXegR�egEHsDeÖYgGDY�CFR�M�G�îDRNCFEHYgs
RTYgs_EZYgRNRTCXEZY�s^MTG_UcVXUNô
#"% Øfw/���'~�xW�Áu�~_�5Â��Á~ +��/- .¸�¬��wb��~_Ç�ÆÁ�ÖÃ¬Þ>zÎØ���x×���Xu�wyx?uN����� % �_vWu�Ï �'�DvbvW�'~�x/�!�TvWÑ��Fx É vW�Á�'��Ð
�5�N~!xW�'wyxl�����o����ÆÁÆÁ�Áu�~ÖÑ��X�Dw É �Xv#wb�'�'u�~�Â��D�?Þ>Ù ÏÛÞª�X~jxW�Á�_���_� )�z�tf|�Ð	�HuNv0-N�N� % �_vWuo�F�_�'�cÑDw -
���ÁÆ�ÆÁ�Áu�~�Ñ��X�Dw É �Fvlwb�'�'uN~pÂ�Êjtf�'~��X��� 1oÃ¬Þ�zÎØfwl�'�N~ É �Xvb�huTvW� xW����wW�N����xc�NwbÑ!� É_É vWu5ËD�Á�!�TxW�'Æ��
�5�N���×xW�Á���'w#� �TwyxW�Xv�xW�p�N~^�SÞ�Ù"��xlxW���%wW�N�����'u�wyx5Ê



�/G!��RTîDRNCNO �%E�VXe�VFegRSCXRNM�RNY�VÎB_mQîDRNY_VÎGji�KZG!�Î`bM�G�UWV%ÿ>k0�Sn i¸Bj\�EZKHEHRNU �%EZVFe�\�L�M'e�KZG_sDEhM
CFR�UcG_LgCXMTRNUNO�VXegRTï!í�CFG�îpEhmQRfBDY�EHY_VXRTCXRNUcVFEHYgs?BDK�VXRTCXY�B�VXEZî_R�VXG�G_K�iÛGDC>VFegRÎegEHsDe^M�G_\^í�LQVXBjVFEHGDY�BDK
R � GDCFV/CFR��_L�EZCXRNm iÛGDCoMTCFïpíQV'BjY�BDKZï�VXEHMSBjí�ígKZEhMTBjVFEHGDY�UNô��bY�BDm�mQE�VXEZG_Y�VFG�VFe�R�M�G�UWVoB_mQî�BjY�VXBDsDR
G�îDRTC�k�I�` 
dBDUFRNmÔ\JBDM'e�EZYgR�UTO#UFL�M'e"Bá\JB_M'egEZY�RÚe�BDU�VFe�R�B_mQî�BjY�VXBDsDRJG�îDRNCÖn×r �FI�` 
dBDUFRNm
mQRNUFEZs_Y�U>VFedB�V�EZV�MTBDY�
)R%L�UFRNmÖVFG!BjVcV'BDM']!î�BjCXEHGDL�UlmQE � RTCXRTY�V�M�CXïpíQVFG�UcïQUcVFRT\JU��%EZVFegG_LQV�VFe�R
YgRTR�mJVFGÖCFR�
gLgEHKHm1B!YgR���\JBDM'egEHYgR?RNBDM'eÚVFEH\^R_ôQÿgGDC�GDL�CfígL�CFí)G_UFRNU �fR?\JBj]DR?L�UFRoGjilI �o`
kªnoI �×óÎn �on!O �%egEhM'eáEhUSBjYáG_íQVFEH\�EZqNRNm�e�BDCXm���BDCFR�BDCXM'e�E�VXRNM5VXLgCXR�iÛGDC 
gCFR�Bj]pEHYgs M�GQmQR�UTô
òÎegR�BjC'M'egEZVFR�M5VFL�CXBDK�M�GDYdM�RTígVoBjY�m�VXegR!CXRNBjKHEHqNB�VXEZG_Y1GDi�I �?k¬noI �×óÎn �?n!O)M�GDYdUcEhUWVXEZY�sJGji
B 
�B_M']pígKHBDYgRDO ����ÿ>k0�Sn A �Wðñð�\�GQmQLgKHRNUNO�BjY�màB1MTGDY�VFCXGDKHKHRTCSMTBjC'máMNBjY 
)R^iÛGDLgYdmñEHY
��� � �yô>ÿ�GDC^VFegR�L�UFR�B_UÖB
ðáa#ò%A�M�C'BDM']_RTC�Bàî�BjCXEHBDY�VÖGji�I �?kªnoI �×óÎn �on e�BDUÖVFG 
)R
mQRTî_RTKHGDí)RNm^VFedB�V�\JBj]_RNU�L�UcRoGji¬GDY 
)G_BjC'm�A?aonoð�\�RT\�G_CFïÖiÛGDC�VFegRoUcVFG_CXBDsDR%GDi)VXegRoí�CFRT`
M�GD\�ígLgVFRNm1MTBDY�mQEhmgB�VXR?î�BjKHLgR�U�GDi

KENC

�¸CFRTiÛRTC�VFGJrpL�
dUcR�M5VNô ��ô �!iÛGDC�VFegRSmQEhUFMTL�UXUcEHGDYÚG_Y
ígCFR�M�G_\^í�LQVXBjVFEHGDY 	�ô�òÎegRJRNUcVFEH\JB�VFR�USGji�VFegRJR �QídR�M5VFR�m3MTBjídB�
gEHKZEZVFEHRNUSGDifVXegRÚM�G_\�ígKZRTVFRNKZï
M�GDY���sDLgCXRNmJI �?k¬noI �×óÎn �onÅBDCFR�VFGSVXRNUcV

1.2 ·1010

gKHGQM']QU#Gji¬ò	CXEZí�KZRT`yA?ìfrÖídRNC�UFRNM�G_Y�m

�%egEHM'e�MTGDCXCFR�Ucí)GDY�m�U�VXGÚUcR�BjC'M'egEZY�sÖB^]DRNï UcL 
�UcídBDM�RSGDi#B�
dG_LQV
233
ídRNC/UcR�M�GDYdm � ������ô
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� egRTCXRNB_UñUcVFCXGDYgs�MTCFïpíQVXGDsDC'Bjí�egEHM3\�R�M'e�BjYgEhUF\�U�iÛGDC3BjLQVXegRTY�VFEhM�EZVWï BjCXR"Ucí)RNMTE��dRNm iÛG_C
ðáa#ò%A?UNO#VFegR�\�RNM'e�BDYgEhUc\JU�iÛGDC�BDMTMTRNUXUÖMTGDY�VFCXGDKÎBjYdm"M�G_Y �dmQRNY�VFEhBjKHE�VWïÔBjCXR1UcVFEHKHK ��RNBD]ªô
ðáa#ò%A EhUXUcLgEHYgs^UWV'B�VFR�UfUFRTRN\ YgGjV�VFG^MTBjCXR/VXegGDCXGDL�sDegKHï^B�
dG_LQVfí�CFEHî�BDM�ï�YgRNRNmgU �^G_C�UXBjEhm
mQE � RTCXRTY�VXKZï��JRNY�B�
�KZR×VFedB�V%VFe�EZC'm ídBjCFVFEHRNUÎ\�GDLgY�V/s_KZG 
�BjK)VFC'BDMTRNB�
gEZKHEZVWïÚUcïQUcVFRT\JUNô
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