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Abstract. Since the introduction of RFID technology there have been
public debates on security and privacy concerns. In this context the Ma-
chine Readable Travel Document (MRTD), also known as e-passport, is
of particular public interest. Whereas strong cryptographic mechanisms
for authenticity are specified for MRTDs, the mechanisms for access con-
trol and confidentiality are still weak.

In this paper we revisit the privacy concerns caused by the Basic Ac-
cess Control mechanism of MRTDs and consider German e-passports
as a use case. We present a distributed hardware architecture that can
continuously read and record RF based communication at public places
with high e-passport density like airports and is capable of performing
cryptanalysis nearly in real-time. For cryptanalysis, we propose a variant
of the cost-efficient hardware architecture (COPACOBANA) which has
been recently realized.

Once, MRTD holder identification data are revealed, this information
can be inserted into distributed databases enabling global supervision
activities. Assuming RF readers and eavesdropping devices are installed
in several different airports or used in other similar places, e.g., in trains,
one is able to trace any individual similar to tracing packages sent using
postal services such as UPS.
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1 Introduction

Radio-Frequency Identification (RFID) technology is already in wide deploy-
ment and has been incorporated into various applications [21]. RFID technology
makes also tracing of individuals much easier, as human identification can en-
tirely be performed automatically, even in an unnoticeable way, if compared to
video surveillance zones that require human post-processings of recorded data.
Public debates on security and privacy issues have been raised since the intro-
duction of RFID technology where one may get the impression that people are
not concerned about privacy as long as the threat does not become tangible.
In this context the Machine Readable Travel Document (MRTD) also known



as e-passport is of particular public interest. Currently, we are on the cusp of
an RFID-based biometric technology which will have an impact on civil and
personal rights for all of us.

The initiative for e-passports was started by organizations' in United States
and several other countries to deploy biometric and RFID technologies for bor-
der and visa control. The claimed goal is to enhance security, protect against
forgery and manipulation of travel documents and ease identity checks. On the
one hand advocates of e-passports envisaged horrifying scenarios about terror-
ist attacks and other criminal activities. On the other hand advocates of data
protection and civil rights have concerns regarding privacy and security. Hence,
the initiative has been subject to many political and technical criticism. Several
researchers have pointed out the security and privacy weaknesses of the deployed
schemes and proposed improvements (see e.g., very well-written papers [10] and
[11]). However, issuing states allowed for a very fast roll-out of e-passports. An
appropriate security evaluation of the realizations — especially concerning privacy
aspects — has been either postponed or is made more difficult because of lack of
public information. The costs for its introduction are imposed on citizens, e.g.,
by increasing the passport issuing fee (e.g., from 26 to 59 EUR in Germany.).

The cryptographic parts of the scheme shall consist of a Passive Authenti-
cation, Basic Access Control, and an Active Authentication. Whereas Passive
Authentication means that the data stored on an e-passport includes digital sig-
natures by the issuing nation, Basic Access Control should setup a secured chan-
nel between the reader device (part of the inspection system) and the e-passport
that assures both confidentiality and integrity of the data communication. Active
Authentication is deployed for anti-cloning purposes requiring a digital signature
scheme implemented on the e-passport chip. Note that both Basic Access Con-
trol and Active Authentication are optional mechanisms. Basic Access Control
is already implemented, e.g., in Germany and the Netherlands. Current real-
izations of Basic Access Control deploy symmetric cryptography and generate
the corresponding encryption and authentication keys from passport information
that is visible in the physical passport document. The scheme has been already
successfully attacked using offline dictionary attacks?.

In this paper we raise up the privacy concerns of e-passports and show that
more sophisticated devices, as we propose in this paper, can defeat the user
privacy when deploying the current realizations of e-passports (e.g., in Germany
and the Netherlands). Further, we aim at providing a review of the measures
taken and to point out what goes wrong in the entire process.

We propose a hardware architecture that can easily mount this kind of at-
tacks in much shorter time, and even real-time, i.e., the time needed to pass the
inspection system. The implementation consists of two devices: The first one is a
device that can continuously read and record RF based communication at public

! More concretely, the International Civil Aviation Organization (ICAO)

2 Experiments on the Netherlands’ e-passport demonstrated that the encrypted infor-
mation can be revealed in 3 hours after intercepting the communication [4, 22]. The
issuing scheme in the Netherlands has about 35 bits of entropy [22]



places with high e-passport density like airports. The second one is a special-
purpose hardware of reasonable price for fast cryptanalysis of symmetric ciphers.
It consists of a reprogrammable machine COPACOBANA (Cost-Optimized Par-
allel Code Breaker), which is optimized for running cryptanalytical algorithms
[12].

After the real-time decryption with our MRTD cracker, the plaintext informa-
tion can be inserted into distributed databases. When such devices are installed
in several different airports or used in other similar places, e.g., in trains, one is
able to trace any individual similar to tracing packages sent using postal services
such as UPS. This is an important issue since such databases when placed on
the Internet can be used by anyone to trace a specific person.

2 Overview of E-Passports

The International Civil Aviation Organization (ICAO) has issued specifications
for Machine Readable Travel Documents (MRTDs) [19, 18,15,16,13,17] that are
capable of including biometric data of the passport holder in machine readable
form. Biometric data is stored on a contactless Integrated Circuit (IC) that is
embedded in the physical passport document. Biometric data includes the facial
image of the passport holder, which ICAO assesses not to be privacy sensitive
information. Additional (optional) biometric data includes images of the finger(s)
and iris of the passport holder. Both, digital fingerprints and digital iris scans are
definitively privacy sensitive. For example, in Germany, it is planned to enforce
the storage of digital fingerprints in e-passports from 2007 on [2].

The principles involved are the manufacturers, the personalization® agent
acting on behalf of the issuing state or organization, the rightful MRTD holder
and control officers acting on behalf of the issuing and receiving state. Control
officers make use of an inspection system at border control. The inspection sys-
tem is a terminal that is equipped with an RF reader device to carry out the RF
based communication with MRTDs. During operational use, the players are the
rightful MRTD holder, the control officers acting on behalf of the issuing and
receiving state as well as other individuals, e.g., travellers and employees.

Referring to the German Protection Profile [5], four phases are defined for
the life cycle of MRTDs: (1) Development Phase, (2) Manufacturing, (3) Person-
alization of the MRTD, and (4) Operational Use. Personalization of the MRTD
and its environment are defined and controlled by the issuing state or organisa-
tion and are not covered by the evaluation and certification process. Note that
this protection profile considers Basic Access Control, but not extended Access
Control as, e.g, Active Authentication.*

3 The process by which the portrait, signature and biographical data are applied to
the document.

4 References [5,8,9] even say that the MRTD allows the personalization agent to
disable the Basic Access Control for use of the MRTD with Primary Inspection
Systems, i.e., inspection systems may gain access to the logical MRTD contents
without using Basic Access Control.



2.1 Derivation of Basic Access Keys

Basic Access Control derives access keys from parts of the MRZ (Machine Read-
able Zone) that is printed in the MRTD physical document. These data are
intended to be read only with agreement of the MRTD holder by inspection
systems. Hereby, it is assumed that only the rightful MRTD holder and control
officers read this visible information during lifetime of the document. Once, the
MRYZ is released, the MRTD holder looses control whether the MRZ data are
further spread.
In detail, key derivation uses

1. the 9-digit alphanumeric passport Document-Number,
2. the Date-of-Birth of the MRTD holder and
3. the Date-of-Expiry of the MRTD document.

Each data item includes a check digit. For the computation of the check digits
see [19,23,1]. These three items form an ASCII string Document-Number ||
Date-of-Birth || Date-of-Expiry (see [16]).

MRZ_information K_Seed || '00000001' | | K_Seed || '00000002
SHA-1 SHA-1 SHA-1
160 160 160
32 32 32
128 128 128
A A 4 A4
K_Seed K_ENC K_MAC

Fig. 1. Derivation of Kgeeq and follow-up derivations of Kgnc and Ky ac from
MRZ_information:=Document-Number || Date-of-Birth || Date-of-Expiry.

As it can be seen in Fig. 1, first Kge.q is derived as the most significant
16 bytes by using SHA-1. From Kge.q both an encryption key Kgnyc and a
MAC key Kjprac are obtained. For their key derivation, two different constants
c are used: ¢ = ‘00000001’ for Kgnc and ¢ = ‘00000002’ for Kj;ac. The most
significant 16 bytes of the SHA-1 computation form the Triple-DES key of Kgnc
and K)sac, respectively.

Entropy of Basic Access Control keys: The entropy of the Basic Access
Control keys depends on the passport numbering scheme of the issuing state.
For example, Dutch Basic Access Control keys were reported to have only about
35 bits of entropy because of the dependency between expiration date and the
serial passport number [22].



For German passports, an estimation on the remaining entropy is not pub-
lished, yet. It is known that the German passport number includes a four digit
‘Behoérdenkennzahl’ (BKZ), i.e., a number that belongs to the local issuing
agency [3,1]. Referring to [1] there are about seven thousand local agencies
in Germany, but not all have an individual BKZ. Cities with high population
densities are assigned multiple subsequent BKZs. The four-digit BKZ is followed
by a five-digit serial number. Let Hpy the entropy for the passport number. Ref-
erence [10] estimates an entropy of 14 bits for the date of birth and an entropy
of 11 bits for the date of expiry if the validity period spans 10 years®. Assuming
that the date of birth is an independent stochastic variable, the overall entropy
H results to Hpy + 14 < H < Hpn + 25. As the German scheme uses numeric
characters only, the upper bound for Hpy is about 30 bits assuming no further
knowledge on the passport number distribution scheme. In a rough demographic
model we end up at an entropy of about 26 bits for Hpy in Germany.

So far, these estimations are conservative ones. One may break it down to
significantly less entropy by making assumptions, e.g., one may assume that (1)
the city of residence and (2) the date of birth of the individual to be tracked is
known to the attacker. Further, one may assume that (3) one pair of (passport
number, passport expiry date) of the corresponding BKZ and (4) the overall
number of residents of the corresponding BKZ is known to the attacker®. Then,
depending on concrete assumptions, the remaining entropy may be reduced down
below 20 bits.

Astonishingly, such estimations seem to be out of the scope of [8,9] that
certify a Strength of Mechanism of Sof-High” for Identification and Authenti-
cation based on Challenge-Response and data exchange under secure messaging
(see Subsect. 2.2). References [8,9] note that the personalization agent in col-
laboration with the issuing state or organisation is responsible to provide keys
with sufficient entropy. However, this is obviously not warranted by the German
issuing scheme.

2.2 Key Agreement at Basic Access Control

Based on the access keys Kpnc and Kjyrac, session keys are established using
a three-pass authentication protocol with random numbers. The protocol runs
between the RF reader that is part of the inspection system and the MRTD chip
as shown in Fig. 2 (see also [16, 10]).

5 As e-passports are in use in Germany since about half a year, current entropy yields
7 bits for date-of-expiry.

8 Think of many hotels, banking companies and postal offices that require a copy
of the passport of their clients. Further, databases of many companies already in-
clude security sensitive data such as date of birth and residence of their clients and
employees.

T A level of the TOE strength of function where analysis shows that the function
provides adequate protection against deliberately planned or organised breach of
TOE security by attackers possessing a high attack potential.



Reader (IFD) MRTD (ICC)

RND;cc €r {0,1}%4
RNDjrcc

RNDirp €Er {O, 1}64
Kirp €r {0,1}'?®
Strp := RNDipp||RNDrcce||Kirp
Eirp = FExpyne(SiFD)
Mirp := MACk 4 (S1FD)
A:= Errpl||Mrrp

Decrypt and verify EIFDHMIFD
Kicc €r {0,1}'%
Srcc == RNDrcc||RNDirp||Krce
Ercc = Expne(Sicc)
Micc := MACk 4o (Sicco)
KSseea = Kirp ® Kico

B := Ercc||Mice

Decrypt and verify Ercc||Mice
KSscea = Krrp @ Kicc

Fig. 2. Basic Access Control Protocol between the RF reader (also referred to as In-
terface Device IFD) and the MRTD chip (also referred to as Integrated Circuit Card
ICC). E denotes Triple-DES encryption, M AC denotes the cryptographic checksum
according to ISO/IEC 9797-1 MAC Algorithm 3 [16].

As result of Fig. 2, the session key K Sgeeq is computed as K Sgeeq = Kipp @
Kicco. By using the same key derivation scheme as in Section 2.1, Triple-DES
session keys K Sgnc and KSyrac are obtained. The subsequent communication
transfers logical MRTD data and is secured with these Triple-DES session keys
KSgnc and K Sy ac. We denote the overall set of communication data on the
wireless channel with C.

3 Our Attacks On Privacy

We present two attacks against privacy: (1) Direct key search with a proprietary
RFID reader targeting MRTDs (Subsect. 3.1) and (2) Eavesdropping during a
Basic Access Control protocol run with a regular inspection system and subse-
quent key search (Subsect. 3.2 and Subsect. 3.3). Both attacks can be drastically
speed-up by inserting prior knowledge about the MRTD holder.

As consequence of successful attacks, distributed databases may be deployed
for tracing citizens once their MRTD identification data is revealed.



non RFID Channel
MRZ_information

Hardware optimized
RFID- Code-Breaker
Reader e-passport (SG COPACOBANA)
RFID
D =" E’

Database J Database

eavesdropper enc(MRTD_data, K_ENC), K_ENC, MRZ_information
RND_ICC, msb_8(E_ICC), MRTD_data,
time, p\ace time, place

Fig. 3. Overview of the system setup to enable tracing activities.

3.1 Direct Key Search

We assume that the adversary does not know the entire MRZ information. How-
ever, the adversary may know or guess on the date-of-birth and also on the city
of residence of individuals®. The adversary owns an RF reader device and is able
to position it near-by to the MRTD holder, e.g. during queuing up at check-in
desks or in restaurants. As shown in Fig. 2, the Basic Access Control protocol
is stopped by the MRTD if E;pp is not verified. Note that MRTD does not
implement a failure counter, i.e., MRTD is not blocked as result of many unsuc-
cessful protocol runs®. If the MRTD sends a response E;cc||Mroc, a key match
succeeded and the attacker can directly start to download MRTD identification
data.

3.2 Eavesdropping at an Inspection System

We assume an adversary succeeds to monitor the communication of the Basic
Access Control protocol between a MRTD and an inspection system shown in
Fig. 2. This is a realistic assumption, if the adversary is within a distance of a
few meters [22, 6]. Especially, if controls are carried out in a train, this is usually
the case. By assumption, the adversary does not know the MRZ information.
Nevertheless, the adversary is able to guess the date-of-birth of the MRTD holder
and — depending on the time being — also on the maximum expiry date of the
document. Further, the adversary may identify the issuing state of the MRTD
document and may know its distribution scheme of passport numbers.

The adversary monitors RN Djcc, A and B of Fig. 2 and the entire subse-
quent secured communication C'.

8 For example, if the attack is mounted at the airport of Cologne, it is probable to
interfere with many people from Cologne.

® However, as a countermeasure against direct key attacks artificial delays may be
implemented once a protocol run is stopped.



3.3 Subsequent Key Search

After obtaining the protocol data of Subsect 3.2, the adversary runs a key search
on the MRZ information to find a match to the most significant eight bytes of
Ercc (see Fig. 2, part of B) during the protocol run. In detail, the adversary
computes E* = Ex(RNDjcc) where K are possible candidates for Kgye and

E denotes Triple-DES encryption. If msbs(Ercc) = E*, C can be decrypted and
the logical MRTD data are revealed.

As described in Section 2.1, key derivation of Kgyc requires two SHA-1
computations. SHA-1 computations are less efficient in hardware so that it would
be convenient to pre-compute K gy candidates in a database. Because of this,
we distinguish two different architectures for an MRTD cracker.

RND_ICC
msb_8(E_ICC)

MRZ_information {K_ENC} K_ENC

——— | Dictionary Attack —1 ’—> MRTD Cracker >

Key-Database

Fig.4. MRTD cracker using precomputation of Kgnc. The MRTD cracker has to
implement Triple-DES only.

RND_ICC
msb_8(E_ICC)

MRZ_information K_ENC
— | MRTD Cracker E—

Fig. 5. MRTD cracker without precomputation of Kgnyc. The MRTD cracker has to
implement both SHA-1 and Triple-DES.

Architectures with and without Pre-Computing In case of a low-entropy
issuing scheme it is convenient to pre-compute Kgyc¢ in a database indexed by
date-of-birth and/or residence. If the overall entropy is in the order of 35, the
entropy per date of birth is in a rough estimation reduced to about 21. Storage
complexity per date of birth then is about 33.6 MB and per year of birth about
12.2 GB. Depending on the most probable age of the MRTD holder and/or the
most probable residence, precomputed database entries Kgyc can be directly
fed into the MRTD cracker engine.

In case of an issuing scheme entropy of about 50, the entropy per date of
birth is in a rough estimation reduced to about 36. Precomputing would require



a storage capacity of 1.1 T'B per date of birth and is — even on distributed
systems — hardly feasible for low or medium costs. Furthermore, time-memory
attacks using Triple-DES only are not appropriate, as only a small fraction of
the entire Triple-DES key space has to be searched. Here, the hardware cracker
probably has to include both SHA-1 and Triple-DES.

3.4 Distributed Databases — Vision of Basic Access Control Privacy

Once the key Kgnc¢ is found, the session keys of Basic Access Control can
be derived and the logged communication data C' can be decrypted. Thus the
adversary reveals personal data of the passport holder, such as name, date of
birth, sex, validity, document number, issuer, the complete MRZ information
and a picture of the card holder in digital form.

These personal information can be fed into distributed databases all over
the world, thus anybody searching for a specific person, is able to track the
person at public places'®. Tracking may be done by loading the key Kgnc of
the individual to be tracked into operational MRTD crackers or by operating
RF readers at public places and performing a direct key search. If established,
these databases can be updated with recent places visited and may achieve a
state that is similar to publishing flight passenger lists and similar to what is
already easily possible for issuing and receiving states.

4 Qur Device Architectures

4.1 RF Eavesdropper

Referring to Subsect. 3.2, the communication with e-passports has to be moni-
tored in public places, e.g., at border control. For ISO 14443 RFID communica-
tion the distance between the reader and the tag!! is specified to be smaller than
15 cm. This constraint is caused by the fact, that the reader has to transmit the
operating power to the RFID tag by a magnetic field. However, the electromag-
netic waves during the communication exceed this specified distance and can be
observed at a much higher distance (detailed below).
For the RFID-communication two different channels are used:

— Reader to Tag: This channel has to provide the tag with energy and to send
information from the reader to the tag. The reader generates an electromag-
netic field with the frequency 13.56 MHz. This field provides the tag with
energy. To transmit data to the tag the field is switched off for a short period
using a modified Miller code [7].

10 Note that, e.g., German law [3] prohibits from using the serial passport number and
personal passport data for automated storage and retrieval, but German law does
not avenge such offences, if committed abroad.

' In this Subsection we also use tag as a synonym for e-passport, respectively, for
MRTD ICC.



— Tag to Reader: The tag sends data to the reader by modifying its own load.
In ISO 14443 it is specified that the tag uses 848 kHz load modulation. The
information is transfered using the Manchester code [7].

Eavesdropping Hardware The signal from the reader to the tag is about
80 dB stronger [7] than the load modulation signal which is used for communi-
cation on the backwards channel. Therefore, it is more difficult to observe the
data sent from the MRTD ICC than the data which the reader sends to it,
because the more powerful signal from the reader suppresses the weak signal
generated by the MRTD ICC.

As the tag uses 848 kHz load modulation, the signal generated by the tag
is placed in side-bands of the carrier frequency generated by the reader. The
resulting frequency caused by this load modulation is 13.56 MHz+848 kHz, i.e.
around 12.7 and 14.4 MHz.

Power

tle

12,7 14,4
13,56

frequency [Mhz]

Fig. 6. RFID-Signal-Spectrum

A simple eavesdropping approach is to set up an antenna for the frequency
13.56 MHz. For such an antenna an important parameter is the gain that de-
scribes how much power the antenna receives in the main direction compared to
the power which is received by a reference antenna for the operating frequency.
For eavesdropping purposes, one would use an antenna with a high gain, which
results in a highly directional characteristic. Further, to increase the distance for
observing the RFID communication an additional amplifier to strengthen the
received signal is useful.

As both signals (from MRTD ICC and from the reader) are signals with
the base frequency 13.56 MHz the same antenna setup can be used for both
directions, so that only one antenna is needed. To obtain the transfered data
between tag and reader the received signal has to be analyzed. To retrieve the
modified Miller code the 13.56 MHz signal has to be detected. This can simply be
done by using an 13.56 MHz envelope detector at the antenna amplifier output.
To retrieve the Manchester code sent from the tag it is necessary to detect the
848 kHz load modulation. Previous experiments showed [6], that this can be done
by tuning the whole system to one of the side-bands 12.7 MHz or 14.4 MHz.

Actually, we consider the usage of a PLL!2 and a frequency mixer as shown
in Fig. 7. The advantage of this setup is an extension of the operating range
because both, the upper and the lower side-bands, are detected.

12 Phase Locked Loop



>— Amplifier »| Mixer |——» e-passport to Reader
(Manchester-Code)

Antenna A 4 T
13,56 Mhz PLL
Detector 13,56MHz

Reader to e-passport
(Modified-Miller-Code)

Fig. 7. Use of a PLL and a frequency mixer for signal preparation.

Experiments with a simple setup have already shown [6], that without opti-
mizing antenna and amplifier the communication can be easily monitored from
a distance of 2 metres using an antenna tuned on one side-band. We expect that
by optimizing the setup, using a PLL-Mixer Setup, distances up to 10 metres
can be reached.

4.2 MRTD Cracker

Cryptanalysis of modern cryptographic algorithms has been a subject of research
for many years. Much effort has been put into breaking ciphers by different crypt-
analytic methods and distributed search algorithms. Basically, for the purpose of
security the computation effort of cryptanalysis should be high, e.g., in the order
of 256 to 280 operations. A common characteristic of many distributed cryptan-
alytical algorithms is high parallelism. A way of implementing such algorithms
is to perfom the required operations by means of hardware modules, however,
at reasonable costs.

A software approach of distributed computing with loosely coupled processors
is one possible implementation choice for an MRTD cracker. For instance the
SETI@home project [24] based on using the idle cycles of the huge number of
computers connected via the Internet. The results of this approach have been
quite successful for some applications and is used for selected problems which
are not viable with the computing power within a single organization. Using
distributed computing, however, requires the corresponding infrastructure to
solve the underlying problem, and trust in the computing nodes.

In the MRTD context special-purpose hardware is an alternative choice, e.g.,
exhaustive key search for the Data Encryption Standard (DES) [14]. A brute-
force attack of this type is more than two orders of magnitude faster when
implemented on Field Programmable Gate Arrays (FPGA) than in software on
general purpose computers at equivalent costs'3.

If performance is the most important criterion for an MRTD cracker, an
ASIC design is the method of choice. A drawback may be the high non recovering
engineering costs.

13 As mentioned in [12], a single FPGA at a cost of 40 Euro (current market price)
can test 400 million keys per second, a PC (Pentium4, 3GHz) for 200 Euro checks 2
million keys per second. Hence, 5 FPGAs can perform the same task approximately
1000 times faster than a PC at the same cost.



However, with the recent advent of low-cost FPGA families with much logic
resources, they provide an interesting alternative tool for the high computational
effort required for cryptanalytic applications. In addition to the cost advantage
over PC-based machines, such a machine has the advantage over ASIC-based
designs that it can be used to attack various different cryptosystems without the
need to rebuild a new machine each time. For our purposes we make use of CO-
PACOBANA, which is an optimized hardware architecture for breaking codes.
The architectural concept and the realization of COPACOBANA, consisting of
a backplane, 20 FPGA DIMM modules, and a controller card can be found in
[12]. For the use as a MRTD cracker a variant of COPACOBANA has to be
developed that makes use of onboard DRAM memory for the storage of the pre-
computed candidate values of Kpnc (refer to Subsect. 3.3 for the discussion on
precomputation). The estimates of the expected capabilities of the completely
configured COPACOBANA are to test 1.2-10'° blocks of Triple-DES per second
which corresponds to searching a key subspace of about 233 per second [20].

5 Conclusion

Whereas strong cryptographic mechanisms for authenticity are specified for
MRTDs, the mechanisms for access control and confidentiality are still weak.
MRTD issuing states seem not to care thoroughly about privacy needs — or said
differently — enable that third parties mount global traceability systems.
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