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> Emerging new applications: wireless
applications, sensor networks, RFIDs, car
iImmobilizers, key chains...

o resource limited: area, memory, power,
bandwidth

» low-cost, low-power, low-energy
> Pure hardware solutions are cost effective
> PKC allows for strong| authentication




Introduction

> Curve-based crypto vs. RSA:

o (H)ECC offers shorter certificates, lower
power consumption, more “security per

bit”
» More compact solutions, suitable for
wireless applications

> Side-channel resistance




ECC/HECC over binary fields

> ECC is around for twenty years

> Only recently work on compact and low-
power implementations

> EC is a special case of HEC (genus g=1)

> HECC allows one to work in even smaller
field (80 bits for curves with g=2)
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(H)ECC hierarchy.

Point/Divisor Multiplication

N

Point/Divisor Add Point/Divisor Double

GF(27) add./subtr. | | GF(27) multipl. GF(2™) inversion




Low-power design

> Architectural decisions are important
> Freguency as low as possible

> Power consumption and' energy efficiency.
are both crucial

> ECC arithmetic should be revisited to

o)
> T
> F

timize those parameters
e circuit size should be minimized

exibility can be; sacrificed



(H)ECC processor

ROM
7Y ‘

control V
unit ALU

> RAM




New compact MALU

> Implements bit/digit serial modular
multiplication and addition in a binary: field

> Fixed irreducible polynomial

> Suitable for ECC and HECC

> Resource sharing of both modular
operations required

> No separate squaring unit => simple side-
channell resistance




Schematic of the MALU
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Results for area: MALU

Field size
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Results for area: MALU + control §

Field size

ad=1

ad=2
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Total area: RAM for storage of 51 bits should be added




Area of MALU for HECC and ECC over §:¥
composite fields ,

Composite / HECC
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Results: Power consumed by MALU &

GF(2M63)
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Results: performance

Estimated performance for 1 point
multiplication @ 175 kHz:

t= 543 ms in GF(21°°)
t= 576 ms in GF(213%)




Conclusions and future work

> The presented MALU is the smallest
possible solution for curve-based

cryptography.

> Our result is the most compact ECC
solution so far

> HECC is work in progress

> Better power estimates regarding RAM
and synthesis in 0.13 (0.18) um library
are required




