Experimental Work in Explicit Model
Checking

Radek Pelanek

2008



Context

domain:

applications:

tools:

research:

this work:

explicit finite state model checking
asynchronous systems, particularly protocols

Spin, Murphi, CADP, mCRL2, DiVinE,
Java Pathfinder, Helena, Zing, ...

reduction techniques, heuristics, optimisations

experimental evaluation



Outline

© BEEM — BEnchmarks for Explicit Model checkers

e motivation
e realization, content

@ applications of BEEM:

e properties of state spaces
e evaluation of techniques

© summary, outlook
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Experimental Work

Experimental Work: Current State

Q1
Q2

Q3

Q4

Random inputs or few toy models.

Several toy models (possibly parametrized) or
few simple models.

Several simple models (possibly parametrized)
or one large case study.

An exhaustive study of parametrized simple
models or several case studies.
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Experimental Work: Current State
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Quality of Experiments and Citation Impact

H B
B B B
B B B

1 2 3 4
quality of experiments



BEEM
oooe

Experimental Work

Experimental Work: Current State

@ many realistic case studies are available ...
@ ... but experimental work is often very poor

@ the need for benchmarks is well recognized, several
attempts

@ the main problem: absence of a common modelling
language (compare with SAT-solving, traveling salesman)
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Basic Principles

BEEM: Aims

The aim is not to present “the ultimate benchmark set”, but
rather:

@ to provide a ready-made set for experiments and to
facilitate experimental research

@ to provide starting point for those who want to built their
own benchmark set

@ to encourage higher standards
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Basic Principles

BEEM: Modeling Language

@ low-level modeling language

@ communicating extended finite state machines (DVE
language)

@ simple and straightforward semantics

@ easy to write own parser and state generator

@ automatic translation to other modeling languages is
possible

e BEEM contains also automatically generated Promela
(mCRL models comming soon)
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Basic Principles

process phil_0 {
state think, one, eat, finish;

init think;
trans

think -> one {guard fork[0] == 0; effect fork[0] = 1
one -> eat {guard fork[1] == 0; effect fork[1] = 1;}

eat —> finish {effect fork[0] = 0; 7,
finish -> think {effect fork[1] = 0; };
+
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Basic Principles

process Sender {
byte ab=0, n, i, counter;
state idle, next_frame, wait_ack, send, success, g_error, ret;
init idle;
trans
idle -> next_frame {sync Sin?n; effect i = 1; 7},
next_frame -> send {effect counter=0;},
send -> wait_ack { guard i==1 && i==n; sync toK!(4+2+ab); 1,
send -> wait_ack { guard i>1 && i==n; sync toK! (2+ab);},
send -> wait_ack { guard i==1 &% i<n; sync toK!(4+ab); },
send -> wait_ack { guard i>1 && i<n; sync toK!ab; 1},
wait_ack -> success { sync fromL?; effect ab = 1-ab;},
wait_ack -> q_error {guard counter == 3; sync timeout?;},
wait_ack -> send {guard counter < 3; sync timeout?; effect coun
success -> next_frame { guard i<n; effect i = i +1; },
success -> ret { guard i==n; sync Sout!1;},
g_error -> ret { guard i < n; sync Sout!2; I},
g_error -> ret { guard i == n; sync Sout!3; },
ret -> idle {sync shake!;};
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Basic Principles

BEEM: Models

@ 57 parametrized models, 300 specified instances
@ well-known academic examples, case studies

o different application areas: mutual exclusion algorithms,
communication protocols, controllers, leader election
algorithms, planning and scheduling, puzzles

model source codes
pointers to sources (research papers)

models with errors

correctness properties (reachability, LTL)
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Basic Principles

BEEM: Tool Support

@ DVE models — The Distributed Verification Environment
(DiVinE)
e an extensible model checking environment
e easy to implement own model checking algorithms and
perform experiments

@ Promela models — SPIN
e (mCRL models)
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Web Portal

BEEM: Web Portal

http://anna.fi.muni.cz/models

presentation of models

information about state spaces of models

°
°

e verification results

@ selection of instances
°

instance generator
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Web Portal

Communication protocols

Name Description Size
brp Bounded refransmission protocol 38
brp2 Bounded refransmission protocol (with timing) 72
cambridge Cambridge ring protocol 46
collision Collision avoidance protocol 20
firewire link Layer link protocol of the IEEE-1394 117
iprotocol Optimized sliding window protocol 44
pam_protocol Pragmatic General Multicast (PGM) protocol 83
protocols Simple communication protocols 36
rether Real-time Ethernet protocol 24
utual exclusion algorithms
Name Description Size
anderson Andersons queue lock mutual exclusion algorithm 5
at Alur-Taubenfeld mutual exclusion algorithm 12
bakery Bakery mutual exclusion algorithm 8
driving_phils Mutual exclusion of processes accessing several resources 50
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Web Portal

Model: peterson

Basic information

Source
code

Short
description

Long
description

Source

Parameters

Properties to
check

peterson.mdve (author of the DVE model: Radek)

Peterson's mutual exclusion protocol for N processes

Situations, where two or more processes are reading and/or writing some shared data
and the final result depends on who runs precisely when, are called race conditions.
Code sections containing race conditions can be regarded as "critical", because such
code can lead to inconsistent data. To avoid inconsistence in critical sections, exclusive
access fo shared data must be granted. This is called mutual exclusion, because if two
processes compete for access then they have to exclude each other mutually. See also
other mutex examples.

Classical example

N Number of processes
ERROR Presence of an (artifical) error (0/1)

reachability Violation of mutual exclusion (more than one process in critical section)

LTL If P_0 waits for CS then it will eventually get there.
TL IfP_0isn'tin CS then it will eventually reach it.
LTL Infinitely many times someone in critical section.

show formulas
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Web Portal

Interesting Instances of the Model

Source Parameter values Model info State space info

Processes 3

Locations 15 Reach. time (**) 0.6s
peterson.1.dve Transitions 21 States 12,498
N=3 Variables 8 Error state No
peterson.1.pm (*) Channels 0 Deadlock No
State size 18 Details

Drawings of automata

Processes 3

Locations 15 Reach. time (**) 2.2s
peterson.2.dve Transitions 21 States 124,704
N=3, ERROR=1 Variables 8 Error state No
peterson.2.pm (*) Channels 0 Deadlock No
State size 18 Details

Drawings of automata

Processes 3

Locations 15 Reach. time {(**) 2.8s
peterson.3.dve Transitions 21 States 170,156
N=3, ERROR=2 Variables 8 Error state No
peterson.3.pm (%) Channels 0 Deadlock No
State size 18 BFS levels

Drawings of automata
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Web Portal

Verification results

Number in parenthesis is the length of the shortest path to a reachable goal, respectively the length of some counterexample (not
necessary the shortest one).

Instance

peterson.1

peterson.2

peterson.3

peterson.4

peterson.5

peterson.6

peterson.7

Property 1 (reach)
goal.1.1
no
goal.2.1
yes (23)
goal.3.1
yes (17)
goal.4.1
no
goal.5.1
yes (34)
goal.6.1
yes (23)

goal.7.1
unknown

Property 2 (LTL)

peterson.1.prop2.dve

Property 3 (LTL)

peterson.1.prop3.dve

Property 4 (LTL)

peterson.1.propd.dve

no (19)

peterson.2.prop2.dve

no (19)

peterson.2.prop3.dve

yes

peterson.2.propd.dve

no (19)

peterson.3.prop2.dve

no (19)

peterson.3.prop3.dve

yes

peterson.3.prop4.dve

no (19)

peterson.4.prop2.dve

no (19)

peterson.4.prop3.dve

no (19)

peterson.4.prop4.dve

no (28)

peterson.5.prop2.dve

no (28)

peterson.5.prop3.dve

yes

peterson.5.prop4.dve

unknown

peterson.6.prop2.dve

unknown

peterson.6.prop3.dve

unknown

peterson.6.propd.dve

unknown

peterson.7.prop2.dve

unknown

peterson.7.prop3.dve

unknown

peterson.7.propd.dve

unknown

unknown

unknown
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Strongly connected componets (SCC) information

Number of components 556

Height of SCC quotient graph 28

Nontrivial height of SCC quotient graph 5

Number of trivial components 540 (97.1%)
Number of terminal components 1{0.1%)

Size of the largest components 11,040 (88.3%)
Position of the largest components the only terminal

Breadth-first search (BFS) information

BFS height (number of levels) 54
BFS width (maximum number of states on one level) 506 (4.0%)
Back level edges 6,651 (19.9%)
Max back level edge length 37
Average back level edge length 12.4506
BFS level graph Back level edges lengths
epsfile epsfile

, ]
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Sort:

Show reachability problems:

Show LTL verification problems:

Restrict size:

Only instances with at least one verification
problem of a selected type:

Output:

Show |

 Alphabetically
" By reachability time

[« Reachable
[« Not reachable
[« Unknown

[« Satisfied
[+ Not satisfied (counterexample)
[« Unknown

Largerthanl states
Smallerthanl states

& yes
 no

& HTML table
" Plain list of instances
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Applications of BEEM

@ properties of state spaces
@ evaluation of techniques

e error detection techniques
e state caching and state compression techniques



Properties of State Spaces

Properties of State Spaces: Motivation

@ usual approach: state space = arbitrary directed graph
@ but: short description = special class of directed graphs
@ what are the common properties of state spaces?

@ how can we exploit them?
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Properties of State Spaces

@ local structure: average degree, motifs
@ strongly connected components

@ properties of search techniques:

o breadth-first search
o depth-first search
e random walk
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Examples of Analysis Results
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Examples of Analysis Results

Average Degree and Diamonds
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Examples of Analysis Results

Strongly Connected Components
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Applications of Properties

Applications of State Space Properties

@ more precise analysis of algorithm complexity
@ tuning of algorithm performance (selection of parameters)

@ selection of a suitable algorithm, for example:

e memory reduction technique (caching, sweep line, partial
order reduction, heuristics)
o (distributed) cycle detection algorithm

@ estimation of state space size






Properties of State Spaces
00®00

Applications of Properties

Estimating State Space Size: BFS Level Graph

a
2
o

@ input: first k BFS level

@ output: estimate of the
relative state space size (3
classes) ST e e

@ techniques: - J
e human
e neural network
e classification tree
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Applications of Properties

Estimating State Space Size

Other technique: intersection of two samples of the state space

Results: mediocre, for 3 estimation classes, success rate cca
60% (but few ‘major mistakes’)

BFS levels — neural network samples intersection (DFS x RW)

| E1  E2 E3 El E2 E3
Cl|34% 2% 0% Cl[23% 13% 1%
C2| 8% 29% 3% C2| ™% 25% 7%

C3| 3% 12% 9% C3| 2% 14% 7%
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Applications of Properties

Toy vs Complex Models

Is there a difference between toy and complex models? Does it
matter what models we use in experiments?

Average degree Max stack size
8 80%
40%
1- ] B — — 0% —— T

complex simple toy complex simple toy
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Error Detection Techniques

Error Detection Techniques

“bug hunting”

Falsification comes before verification! Maximise the number
of found bugs per hour per spent euro. (CAV'07 invited talk)

@ input: model, property

@ output: counterexample
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Error Detection Techniques

Error Detection Techniques

proc ErrorDetection(M, ¢)
insert initial state to Wait
while not finished do
get s from Wait
if 5 violates  then return path to s fi
foreach s’ € sclected successors of s do
if 5" not matched in Visited
then insert s’ to Wait
update Visited with information about s" fi
od od

end
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Error Detection Techniques

Building Blocks

@ selection of states: complete search, incomplete search
@ search order: BFS, DFS, heuristic

@ state storage and matching: set, bithashing, abstract
matching, no storage

@ repetition of the search: no repetition, different seed,
different parameters
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Error Detection Techniques

Error Detection Techniques

BFS breadth-first search
DFS depth-first search
RDFS randomized DFS
RW random walk
ERW enhanced random walk
BITH bitstate hashing with repetition
DIRS directed search with structural heuristic

DIRG search directed by heuristic function given by the
goal

UPOR under-approximation refinement based on partial
order reduction
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Error Detection Techniques

Performance Classification

@ Nt = the number of states processed by a technique T

@ Ng = the number of states processed by the best
technique for a given model

Class 1 Ng = Nt
Class 2 Ng <Ny <2-Ng
Class 3 2-Ng <Ny <10-Npg

Class 4 10- Ng < Nt
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Error Detection Techniques

Comparison of Techniques: Number of Visits
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Evaluation of Techniques
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Length of Counterexample
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Error Detection Techniques

Comparison of Techniques: Condition Coverage

o
S —_ — — ——
b= I

80

60

40

I '
L —_ i

o i I

BITH RW UPOR RDFS ERW DFS DIRS BFS



Evaluation of Techniques
00000000800

Error Detection Techniques

Correlations Among Techniques

BFS UPCRDIRG DIRE EITH DFS RDFE ERW

Ay

Correlation
ERW coeficient
RDFS 050 - 0.75
DF= 025 - 050
BITH 0.00 - 025
DIRS -025 - 0.00
DIRG -050 - -0.25

UPCR
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Error Detection Techniques

Impact of Model

- .

| J“illw. Rl

Class 1
Class 2
Class 3
Class 4

ODoDmm

Model



Evaluation of Techniques
0000000000e

Error Detection Techniques

Error Detection Techniques: Summary

@ There is no single best technique. Never mind, it does
not matter.

@ It is important to focus also on complementarity of
techniques, not just on their perfectness.

@ It is important to compare a new technique with a large
number of previously known techniques.

@ Both models and goals have significant and hard to
predict impact on the performance of techniques.

@ Use several simple techniques, run them in parallel.
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Reducing Memory Consumption

Techniques for Reducing Memory Consumption

o full traversal (verification)
@ exhaustive evaluation of basic techniques for reducing
memory consumption
@ state caching
e memory is full = delete some states
e time X memory trade-off
e which states are removed? = different strategies
@ state compression

e state is a long vector of numbers, redundancy
e Huffman compression (static, dynamic dictionary)
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Reducing Memory Consumption

State Caching: Results

Number of models

40

80 100 120

60

20

000 B EE N

BFS-SC
DFS-SC
BFS-0OI
DFS-0I
BFS-I
BFS-O
BFS-RAND

100% 90% 80% 70% ©60% 50% 40% 30% 20%
Size of the cache

10%
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Reducing Memory Consumption

State Compression: Results
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Reducing Memory Consumption

Dependence on Model Type

Results for combination of techniques (caching + compression)

0.8

06
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Relative memory consumption
0.4

0.0
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protocol controller leader mutex other scheduling
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Reducing Memory Consumption

Toy vs Complex Models

Results for combination of techniques (caching 4+ compression)

0.8
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Relative memory consumption
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complex simple toy
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Reducing Memory Consumption

Reducing Memory Consumption: Summary

@ Results: achieved reduction between 10% - 80%.

@ Simple techniques comparable with sophisticated
techniques described in literature.

o Different techniques (strategies) work on different models,
it is difficult to guess the performance in advance.

@ Use several simple techniques, run them in parallel.



Summary and Outlook

Summary: Benchmarks

@ experimental standards in model checking are rather low
(small number of models, toy models)

@ poor experiments can distort results

e impact of model selection
e toy vs complex models

@ we need benchmarks

@ BEEM — proposal of benchmarks for explicit model
checkers
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Summary: Evaluation of Techniques

@ simple techniques achieve similar performance as
sophisticated ones

@ each technique works on different models; it is difficult to
estimate the performance in advance

@ Use several simple techniques, run them in parallel.
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Outlook: EMMA

Explicit Model checking MAnager

@ runs several techniques in parallel

@ collects (intermediate) results, makes adjustments
according to them

@ uses recipe to decide:

o selection and order of techniques to be executed
e parameter values to be used

@ recipe

e provided by human
o learnt by some machine learning algorithm



	BEEM
	Experimental Work
	Basic Principles
	Web Portal

	Properties of State Spaces
	Examples of Analysis Results
	Applications of Properties

	Evaluation of Techniques
	Error Detection Techniques
	Reducing Memory Consumption

	Summary and Outlook

