Gene.raln‘zing the Hercfarg
Attacks fo Concatenaterd
Hasl«:‘»j Schemes

Orr Dunkelman b Bart Freneel
Defm‘. of Electrical En;ineem’ng
ESRT /SCD-COSIC
Katholicke Universiteit Lewven
Befaiom



Qu;flinﬁ;e;_

{ doux's Multrcollision Attacks

2- J:Dax's Attacks on Conca.ée.na,éeo(
Haslu'ha Se h emes

3. Tlm- Hero!ing Af’fac‘(

Y. Hel"olt'na AH‘O-CL on Concakenaf:eo/
Haslu‘ng Schermes



Nu”’ico”isions in Iéermf'eaﬂ Has ln.ing
/’Io" LV /- H, Hg |
I'l,‘,,, = C ({, ; '/{c}/ )

h(M)= b,

L

ctera t,('eo/ tha.s)ﬁh
(Merke - Damg&«-% )
collision- O(z“") n:JL.,J

L calligion = 2N VEY)

W(ME M M) = Ay cndependent of
e;'s
%

k- collision- O (Hogh] - 2°*)
(i iberated
hashil'lj)



Akfacﬁs en Cﬁnca.éer\a.ﬁ‘ea’ Haslairg

h(rM)= h, (M) A M)~
Shovld be more secure Fhan 4. ()

[JO%): Yes.

SQCUNJ'j 8&.;73 QXPanenél.Q[
Co//I'So'on: 0(2(".*"..)/2)

ffe-l‘mase: O(Zn'mb)

[JO"T: No when £.1) iterated
c,o[/isfons : 0 (nl '(Zn n‘/‘))
fre-:'maje: 0 (2”4 7, 2™



#Co//is;'on /or A.éf) =A.(X)// A;(/f/ ['Jov}
Assome /‘,[x)/'//,ﬁf)/ o

Y/ :
2 ALY, Find 27 mlli collision
Lef 1{, _ J ,,:h {:.?)

‘\% M W Mup"“’u%n/z
' > €nnn . n/a
A, (M: M /fm }"‘ A,

ﬁw zn/l- CAD'.C'QS OF e‘:ls

h(M*) = k.(ﬁ“)ﬁk,’(/f'ﬁ)
l | |
h (M%) (| ko (m) = (M%)



/Dr‘eépvacge for W =AO) I
Let farget® (H' 4
Find M, ,M, <.t

C(Ty, M)= LV,

C. (TV, M,)= IV,

F"lno, R <.t
C4 (IV.,B) " l\i

[
::V,,Jﬂ’\):v - ,/f.'.‘_\.)m o~ B ."\
.\\__.-’.u.&__,ﬂ‘ /’ .
Hq H' MJ

Can Smwaf‘e_ - messages ‘;Mec //BS’

st. A, (M |/B3) = L.

if /,_() s “ramdlom enodgh.“,
.t sé. A (AMe,3//B)=h"



:The He_rdiné Attack L-kkasl

Cormit fo a o[!'geS£ value Ag-.

Given a pre J o P Hind suffpx s s
£pls)= 4,

Tim e complexi!/ exfec/e/ b 2

f:‘me'mwor) Frade off )gr /'/erafe/
’\o.s'u’naf

n‘
Xa*
Xs *
XZ;
(. Pir.k 2* 2. pick 2(.""")/" 3. compute ol
valves messaqes cCx;,m;)

"

y. 3&& co I/ ISio n,s'/



The Hero/t'/)g Attack (cont.)

%o “\Y‘:‘; Ya
Wy % —
f't; % = - :ﬁtlxh
m e
KoLy 2
a8 .’L/ /,/’ - t
e
\3" - ”"’Té/
X ."'ﬂfﬂ ‘t"’ .
2°

‘).Re/?eaé 6. Publsh l‘e-
Store Hhe structure
(of-‘a.monJ Sbf-)

On /z'ne plyase:
~given |2 try m's wnti/
kiplim) = X;

Y some ¢,
Set s-= m}[l

HC. MtSSQ;C blocll.s
'l'k"' /QGOI fo (f

Time c.omp\cﬁl'] : Pr.-ffocesﬁ\'g-OCZGHa/z)
On- fme - 0(2."'6)



Herofing Attacks on Concatenatel /‘ESL;

15 aééempf - e tandarol })eral:hj:
2t s far fin peints oul of Ry
OFf Ine 20712

On ae 2

(hereand after n=my=n)

an QHMP!" Aui/a/ a,thmon/ éf‘l.()
founaj a Fm.‘/; ,gr E,.ﬁ)
doesn't solve frola @r A,/)

"solulion" - have 2" paths
lor R.r) r eaek
Sf-arb'na value

Xa 2 y - : d!'xt

X; ﬁ “‘:ed“!‘_
N DI 2D e ':’ ) k *j
u real {3 9 . ‘00
P o o s aio
| yere
xl’ ) ’_". nredk "Lt

P S ) .
NP NP T u J



Zt 5to.r(:1n3 ebinﬁ @r ﬁ,_ ()
Coqt,‘ o/ 2_")
Off Jine 72-2_"’. ‘7_""‘ + l@*b)/z
- s =
starkmg  real cliamend

- on line 2“*&' & n
. - 2
o S

Br By Por PO
Pe tter, but still reg udres }h |



The Ne.ur AM’G.C’{

main observation:

once we 5o,veo/' {,5), 1‘,e.,,4wm/
Qa Paz% %a/ /ee/s/o /.,_K)'X}

ne mather what we concatenate-

we S £'l' ’/ L(DO(J Lﬂh‘f\s %0;"‘- 8 o

with §,0).
Usage:
solve h ()

then solve A&() (will out aﬁec[‘f?
- Ae)



The New Attack

pre S_sﬂﬂwn&.os




Bcu'/a/zly L‘/{e f( Oxézmam/

QHSE caef‘ ('&?'éw .yl) é C“r.t:)’z)
i F we Fa ke -2,"/" message blocks {mc?
we exfecf‘ ’M&Z m; ..

| CL[y”m‘.) = C, (Y‘.!:m.))
but i+ ois l"\ij“j un’fhe& {'Aall

n-¢
C’i- (4? !mi) - C;,(h?'tfh?)./)

as wel

TA(_ So’u!f@n: [e! W;ém‘)‘ be

O. mU,é"_c’,/'.s'.on ﬁf
ot M, Moo e
'.“»....H;‘/ﬁz’.-’—\‘) S ’—\9\'\-
7 u \__,”. UI ..‘-_::/w}.
Hu-—;- 6_\-4.:.'-{'*'
\U/ = n-t/2
; - H“-Hl’ ® h i
M;e,uu::,flmsa n.
. s p— ". -t t
wt - Hi-t!!Hi,H.H e | Hr:- L/ ‘\? y;:.
(»h !") Ma l bho -
/ / o “..t /‘- t/‘-
/z?-‘_. h!. )y'z

Ci(-)i




Senlefa/( IOOL'n/S y

/_ T/le, Same my /A'co/ﬁsfa#s af)a C',(-) are USQa/

for all the values of (W%, y;)
¥
Ttis Fo:s:'Ue fo store the welticollision
once i -f.r‘ each "Po‘m'l" Store onb
He wulticollision index. ‘
Jd. The time COmpf’Qx;llj af Pf‘oo/l(c,)}c? #e
Mv,!lfc.o //f'sx'on /S ﬂeg/iajl,/e w.r‘.f_ 'He |

overall pre- Compuzl‘d.tlr‘oﬂ.

3. When there are more hash funchions
e9., R(x) <h Gl hll] hy(e) the
A cliamonof is baseol on wolt: colljsions
cn Lol ) £ (I~ 114, C)




T}\e Online P}bsg

{ Finol o lnking message fo He fixt liamond.
2. Obtain fhe resclting (£7,x) Fom He diamerd

-3 T'r) He. Zn- Fossré/c ,an%s in ﬁe /mlﬂ’la
Chain ’ (—; )) (ﬁ" ej) s encountered

. Follouw He se cond oed‘o.mono(.

n-& o
aﬂ//'ﬂ& s L *n-2 .

e F e 2

@*tﬁ nh &Vﬂ@
O /ne Z ¢ (n-¢ )2 | "(u
. ‘-—7‘— )4‘ p

enera b HJ

{"&e / - liamon o/ &nem.fﬁfv
fhe 2 oficézmanaj
eneraéthj

7‘-*‘1. !ﬂl "l*lJ Cl'kuh




k Conca,ﬁ‘?:n_a /,‘eq/ Hasl Fanc//'ans

Con c,[us?on:

The secorily of concatenated
lnasLEnJ scheme agains? the I

lneroling attack is /l.near/y shronger i
then the strongest hash fonclions.




