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Conte&t' A*S

, NIST is runnin4 a hash com9etition

, Su:missions 9ro:a:ly due around

Au4ust >??@

A A:out one year Brom call Bor su:missions

, Ce Dant to Dork out hoD to evaluate

su:missions

, S*A> hashes to remain as standard



Context' )on*t +reak Stu11

!"#$ "& $#an)ar)$ a+rea)- u$e /a$/e$

• O1ten man5 implicit assumptions'

– )amgaard-?erkle@ AB2-Dit message Dlock@
BEF-Dit hash value@ etcI

• Assume it Kust randomiLes ever5thing

– This is imprecise and o1ten Nrong@ Dut it*s
still Nhat people have done

• Oe don*t Nant neN hash to Dreak stu11
that*s not currentl5 DrokenI



Conte&t' )hat ,e have to do

/ )e ,ant to'

0 Get a 2ood hashin2 standard

0 Advance the state o8 the art

0 Get somethin2 that ,orks ,ith e&istin2
uses o8 hashes

/ )e have limited resources

0 Small sta88 o8 cry?to2ra?hers

0 @ots o8 other stu88 to do



!o# to &'a)uate ,!S.

/ 0e1fo1ma4ce
6 7eskto: ; sma1tca1d ; se1'e1 ; ha1d#a1e ;

:a1a))e)ism

6 !o# much #eight shou)d :e1fo1ma4ce ha'e.

/ Fo1ma);A4fo1ma) Secu1itB ReDui1eme4ts
6 Ehat do #e ask f1om hash fu4ctio4s.

6 !o# does this affect suFmissio4s.

/ C1B:ta4a)Bsis
6 Hhis is the sca1ce 1esou1ce

6 I!o# do A k4o# #hatJs a4 attack.K

/ Sca)i4g
6 !o# #i)) this :1ocess sca)e #ith L of suFmissio4s.



!roblem )*+

Requirements on 3ash

• 7any comments on this

– ;specially about =like a random oracle@

– Areat comments from CD7 and 7CE

• FeGHe been looking at our standards
and how hashes are used

– Ehis is the tip of the iceberg, but it giHes us
a minimal set of requirements



!equirements ,2.

/hat we know we need

• Support existing digital signature stds

– 2n bit hash has n bits of collision resistance

– CanAt rely on randomiCation for security

• DMAC as a G!H

– Ihis is used too widely for us to break it

• Avoiding dumb design flaws and
KgotchasL ,aka pitchforksM landmines.

– No length-extension bug

– Can truncate without breaking collision
resistance



!e#uirements+,-

.ormal definitions 5e need

• 7ome 5ay to support :MAC

– Maybe as a mode of operation

• Also need +maybe via :MAC-

– A!. +key never kno5n-

– !andomiCed hashing +key kno5n after hash-

– FComputational universal hashG
• Hooks like collision resistance to me

– JKtractor +for LD.s, entropy distillation-

• Ohat about side channelsP
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!e#$ire'e(t*+,-)

/he+!+12r3
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Cryptanalyzing Submissions

and Security Proofs

• How should we weight flaws in

submission documents?

– Invalid or flawed proofs

– Statements that can be falsified, but don’t

break the hash?

– Anything else?



Requirements Wrapup

• Must support DSA/ECDSA and HMAC

• Must be able to give us

– PRF, MAC, randomized hash

• Explain / argue why okay as

– Extractor

• Must behave in a random way (yuck!)

• Mustn’t break existing nonbroken uses



Performance (1)

• Platform
– Software:

Desktop, server, smartcard, embedded

– Hardware:

Speed (accelerators), gate count, power usage

• Parallelizability
– Iterated structure imposes limits

– Maybe a “modes of operation” issue?

• Submission:
– Ask for any guidance on parallelizeability



Performance (2)

• We know we need:

– Online (one-pass)

– Speed not totally out of line with SHA256

• We don’t know:

– How to weight provably secure designs

– How to measure/consider security margins

We don’t want to encourage barely-
secure designs!



Evaluation and Performance

• Big potential problem:

– Once all attacked hashes out of

competition, only hard numbers are for

performance

– How to keep these from dominating?

• Ideas?



Cryptanalysis

This is the scarce resource for the competition!

• Do we know what we’re doing attacking hash
functions?
– State of the art is not stable!

– Good representations, tools, building on others’
analysis

• Can we clearly define what qualifies as an
attack?
– Models



Cryptanalysis (2)

• Judging from AES history:

• Low-hanging fruit

– Cookbook application of attacks

– Very simple attacks

– Designers didn’t understand attacks or
made some kind of error

• Good submissions

– Each attack is a one-off by a talented
craftsman

– Not uncommon to spend a year or more
working on an attack



Cryptanalysis: How do we

decide what is an attack?

• Models

– Random Oracle (too hard)

– Sponge (generalization of iterated hash)

– Collision resistance/preimage resistance

– “Don’t surprise me” (too informal)

• We don’t need to specify everything that

will count as an attack up front

– But important that cryptanalysts know what

is and is not meaningful--no 295 attacks on

DES, please!



Cryptanalysis: How Secure is

Enough?

• We need n bit hash to require 2n/2 to
collide

• What about preimage and 2nd
preimage?

• Long message 2nd preimage attack?

• Bounds on PRF security?

When n=256, does a 2240 second
preimage attack matter?



!r#ptana(#sis+

Aut./ated 3esting
5 6..d ne7s is it8s 9:eap

; <ne-ti/e 9.st t. 9.de up tests

; >eeds a pr.gra//er, n.t a 9r#ptana(#st

5 @ad ne7s is, it8s prett# (i/ited

; Statisti9a( tests .ug:t t. 9at9: disasters

; Ma#Ce .t:er ideas 9an :e(p

5 !.u(d use as /etri9 .D s.rts

; E.7 /an# r.unds ti(( pass stat tests

; >.t 9(ear :.7 t. interpret t:is, t:.ug:

; Fer# un9(ear :.7 t. 7eig:t GsH perD.r/an9e Is



!ryptanalysis+ Other 0houghts

4 One big cost to crytptanaly7e something is

understanding it

: 0akes time even for simple algorithms >?i@ndaelA

: Buch worse for compleD algorithms >BA?SA

4 Sometimes need tools to even start analysis

>SHAA

4 Hood eDplanation of algorithmI picturesI etcJ

is very valuableK

: How do we encourage submitters hereL

: Mhat should we >NOS0I crypto communityA doL



!ompression Function vs0

!haining 4ode
• 4aybe not same people good at designing

these
– !haining modes;;security proof people

– !ompression function;;analysis and design

– E>amples mostly support this?

• Resource limits: Bo way we do two?

• Some compression functions adapted to
mode
– HFIFF, RadioIatun, SalsaJK

M" t%&ug%t) *e, -%aining 1&de ,/& redu-ti&n
pr&&6 ,i77 %a8e a %ard 7i6e9:



Scaling of Competition

0 How Man4 Submissions 8ill 8e Get?
; In range of >?@AB, not too bad

; If we got ?B, how would we cope?

0 AGS as an eHample
; >? submissions

; Several eliminated right awa4

; Others had performance issues

; Ma4be half might have made it

0 Kow hanging fruit
; Time spent killing weak submissions isnNt spent

anal4Oing the strong onesP



!iscussion( Requirements

• !igital signature compati5ilit6

– !S9:;<!S9 need n>5it hash @ith An:A

collisions

• BC9< compati5ilit6

– Bo@ much flexi5ilit6 for su5missionF

– Cust the6 all 5e iteratedF  GSpongeH

– IRJ : C9< : universal hash

• Lther requirementsF

– RandomiMationF  ;xtractorsF

• Require proof or argumentF



!is$ussi&n( *+a-uati&n
/ !ri+en 23 re4uire5ents

6 7&8 d&es :-a8ed pr&&:/argu5ent in

su25issi&n a::e$t su25issi&n>

/ !e:ine a 5&de- t& atta$?

6 @-ear eAp-anati&n

6 Atta$?er and su25itter 5ust 2e a2-e t&

agree &n 8Cat an atta$? -&&?s -i?e

/ @r3ptana-3sis is tCe s$ar$e res&ur$e

6 7&8 d& 8e get 5&re>

6 7&8 d& 8e en$&urage it>



!iscussion( *ther /riteria

1 2odes of operation vs7 compression

function

1 9erformance requirements

; Speed

; 9latforms

; 9arallelism



Discussion( *caling Pro0lems

3 4uestion( 6o7 many su0missions are

7e li9ely to get:

; Process very di>>erent >or ?0 su0missions

than ?00

3 Barge num0er o> su0missions

; Ceed >iltering o> 0ad su0missions early

; Ceed more 0arriers to entry

3 *mall num0er o> su0missions

; Can spend more time on each su0mission


