Cryptanalysis of the MCSSHA Hash Functions
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MCSSHA-3 is a hash function accepted as first round candidate in the NIST
Hash Competition, and stands out as one of the simplest algorithms. MCSSHA-4
is a tweaked version of MCSSHA-3 proposed to foil some shortcut attacks [1]
while retaining the merits of MCSSHA-3. MCSSHA-5 is a recent tweaked ver-
sion of MCSSHA-4, proposed to counteract our attacks® on MCSSHA-4. This
abstract presents improved attacks on MCSSHA-3, and attacks on MCSSHA-4
and MCSSHA-5. We refer to [2-5] for complete specifications of the hash algo-
rithms. Informal descriptions in appendix may suffice to understand our attacks.

1 Second-preimages for MCSSHA-3 and MCSSHA-5

Below we describe a second-preimage attack on MCSSHA-3 with 256-bit digest.
The key observation is that each input of a message byte allows one to “choose”
a byte of the 32-byte state. Since a message byte is input every four clockings,
one controls 32/4 = 8 bytes of the state after 32 clocks. Starting from a random
state, with eight message bytes one can thus choose eight state bytes and gets
32 — 8 = 24 uncontrolled bytes in the other cells.

Given an arbitrary message M, a second preimage attack then goes as follows:

1. Determine the 256-bit value of the internal state T after processing M (and
before finalization).

2. Look for a collision “in the middle” on the 24 uncontrolled bytes, starting
from the initial state forwards, and starting from 7T backwards

Standard collision search methods [6] requires negligible memory and require
about v/224x8 = 296 to find a collision, and generally 23/ for n-bit digests. A
collision directly gives a message that maps to T before the finalization. Since
finalization is message-independent, one obtains the same digest as with the first
message.

This technique also applies to MCSSHA-4 and MCSSHA-5: one then controls
1/3 of the state, which is twice as large as in MCSSHA-3; second preimages can
thus be found in 22%/3 trials for the 256- and 512-bit versions.

Our technique does not directly extend to preimage search, because finding
a state before finalization corresponding to a given image seems non-trivial.
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2 Preimages for MCSSHA-4

We now present a preimage attack on MCSSHA-4, starting with a key obser-
vation. Note that our notations slightly differ from those in the specification of
MCSSHA-4 (here N denotes the digest length, not the length of the register for
“pre-hash computation”).

In the finalization stage, one starts from a N-byte register initialized to bytes
00,01, 02, etc. Call this initial state Ry. At each of the 4NV steps, one updates the
register with byte z;, ¢ = 0,...,4N — 1. When the message length is a multiple
of eight bits, we have

(207---;Z4N71) = (yOa e 7y2N71ay07~-~>y2N71) = y||y ,

with y the state obtained after the message is processed. The final state of the
N-byte register is returned as the digest. Now observe that:

1. One can easily find yg,...,yn_1 such that after IV steps the register comes
back to Ry. Repeating this sequence four times, one thus obtains a 4 N-byte
sequence y that maps Ry to itself.

2. Given an arbitrary yo,...,yn—1, one can easily find yy, ..., y2ny—_1 such that
after 2V steps the register comes back to the state Ry Repeating such a
sequence twice, one again obtains a sequence y that maps to Ry

Now we present an attack that computes preimages of Ry. For ease of exposition,
we describe the attack for N = 32, i.e., for 256-bit digests:

1. Pick an arbitrary unique message M, perform the “pre-hash computation”
stage, to reach a state y = (yo, .- ., Ys3)-
2. Using the observation above, find yj, ..., y4, such that

(9337 cee 7963796a cee 7?}52)

maps Ry to itself after 64 finalization steps (out of 128 steps in total).

3. Choose the next message byte to obtain y, as new value. Then, the two
subsequent zeroes gives 3} and y5 with probability 2716, If the correct values
are obtained, continue with the next message byte until y4,. When a zero
byte leads to a wrong value, go to step 2.

This algorithm terminates when all the 22 zero bytes lead to the desired byte
value. This happens with probability 272 for each zero individually. When an
erroneous value is obtained, one directly goes to step 2 and does not need to
continue with the next zero. The expected number of trials is thus about 28%22 =
2176 When the state
(y337 cee 7y637y(/)7 cee vyéZ)

is reached, finalization will map Ry to itself after 64 and 128 steps, thus returning
Ry as digest. Note that MCSSHA-4 (as MCSSHA-3) uses no specific padding
rule, which simplifies our attack. The attack does not on MCSSHA-5.

The strategy is identical for 512-bit digests, leading to a complexity
instead of 2°'2 to find one preimage of Ry. The attack does not directly work for

the 224- and 384-bit versions, because the register size does not divide 64 (resp.,
128).
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MCSSHA-3

MCSSHA-3 computes a n-bit (or N-byte, N = n/8) digest by

1. Initializing a nonlinear feedback shift register (NFSR) with N byte elements.

2. Clocking the register once with input of a message byte.

3. Clocking the register three times with input of the zero byte.

4. Repeating steps 2 and 3 for each message byte (each message byte is input
only once), to obtain a state S = Sg, ..., Sny_1.

5. Clocking the NFSR 4N times, with as input the 4 N-byte sequence

SO?"'7SN—17S03"'7SN—1>SOa"'aSN—las(),"'aSN—l .

MCSSHA-3 uses no message length padding, and avoids length-extension by the
use of a distinct function for finalization. Details of the specification can be found
in [2].

MCSSHA-4

For N € {256,512}, MCSSHA-4 computes a N-byte digest by

1. Initializing an NFSR with 2N byte elements.

2. Clocking the register once with input of a message byte.

3. Clocking the register twice with input of the zero byte.

4. Repeating steps 2 and 3 for each message byte to obtain a state S =
Sos -+, S2n 1.

Initializing an NFSR with N byte elements 00,01, 02, etc.

Clocking this register 4N times, with as input the 4N-byte sequence

S0y -5 92N-1,50,- -+, 82N -1 -

oo

MCSSHA-5

MCSSHA-5 is similar to MCSSHA-4, except that zero bytes are added between
each two bytes in the finalization procedure.



