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Abstract. The GOST block cipher was developed in the 1970s and is a standard currently used in the
Russian government. In this paper we present a new attack on the GOST block cipher that uses only
275 chosen plaintexts and ciphertexts and runs in time 27°. Due to the very low complexity we state
that our attack is memoryless and runs in nearly zero time. In this way we present the best attack on
the full 32-round GOST block cipher that can be used for key recovery.
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1 Introduction

The GOST [9] block cipher is defined in the standard GOST 28147-89 and is a Soviet and
Russian government standard for an symmetric key block cipher. As well the GOST hash
function is based on the block cipher. After the dissolution of the USSR, it was released
to the public in 1994. GOST 28147 was the Soviet alternative to DES, the United States
standard symmetric key encryption algorithm.

It has a very simple key schedule and iterates 32 times a round function F. In each
round function GOST uses a key addition modulo 232, so the probability depends on the
value of the round key and the value of the input differences and not only on the input-out
differences. So as to reduce the effect of the round key addition, H. Seki et al. introduced a
specific set of differential characteristics and proposed a differential on 13 rounds of GOST
as well as a related key differential attack on 21 rounds of GOST. A summary of existing
attacks on GOST is shown in Table 1.
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Table 1. Summary of Attacks on the GOST block cipher

Attack ||# rounds| data time | source
A set of Diff. Char. 13 25! Not mentioned. [9]
RK Differential 21 2°6 Not mentioned. [9]
RK Differential 24 theoretical| theoretical [6]
Slide* 24 204 204 3]
Slide 30 264 22837 3]
Reflection’ 30 252 2224 [5]
RK Differential 31 226 2% (7]
Distinguishing* full 2 2 [7]
RK Boomergang full 2115 2115 this paper
Reflection full 232 2192 [5]
Slide? full 264 264 3]
RK Differential full 235 236 [7]

f Under the assumption that its S-Boxes are bijective the attack
works on approximately 2%?* keys.

# Cannot be used for key recovery attacks.

* The attack works with unknown S-Boxes.

2 The attack works for a weak key class of GOST containing 2%
weak keys and with unknown S-Boxes.
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