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1 Introduction

Many cryptographic protocols such as signature schemes base their security on
the difficulty of the discrete-logarithm problem (DLP) in some group. For the
efficiency of the protocol, it is important to choose secure groups in which the
group operations are fast. Typically, addition of two group elements and scalar
multiplication are needed

In this paper, we focus on the arithmetic in divisor-class groups of a certain
family of hyperelliptic curves of genus 2 over binary fields. We give new explicit
formulas to perform divisor-class addition and divisor-class doubling in differ-
ent weighted projective coordinates. Affine formulas for these curves are due to
Lange [Lan05] and Lange and Stevens [LS05]. However, on most platforms in-
versions are prohibitively expensive and so inversion-free systems are used. The
preprint introducing recent coordinates [Lan] appeared only in the workshop
handout and was not widely circulated. It contained a comparison table for dif-
ferent coordinate systems for 2-rank 1 curves but did not provide the formulas
for systems other than the recent coordinates. The treatment of arithmetic on
2-rank 1 curves in [DLO5] failed to give a comparison or a recommendation for
this type of curves. s (see [Lan] and Section 14.5.5.b in [DLO05]). In this paper,
we first improve the doubling formulas in recent coordinates and then present
a new coordinate system that is similar to Lange’s new coordinates (cf. Sec-
tion 6 in [Lan05] and Section 14.5.4.a in [DLO05]) but more suited for this curve
shape since it is faster for doublings. Recent coordinates are weighted projective
coordinates with weights (1,2). Our new coordinate system has weights (2, 3).
These two weights are the natural choices for this type of curve and we show
that the recent coordinates lead to faster arithmetic.

2 Choice of curve

In this paper, we work with hyperelliptic curves of Type II (cf. Section 14.5.1
in [DLO05]) over Fyq for an odd integer d, i.e. the curve equation is of the form

C:y*+zy =2+ f32° + foz® + fo, (1)

where fo € Fo and f3, fo € Foa. If the linear term in y also has degree 1 in z, one
can generically obtain this form by isomorphic transformations and does hence
not lose any generality. Curves of this form have 2-rank 1, i.e. the 2-torsion
subgroup of the divisor-class group is isomorphic to Z/27Z. We have chosen this



type of curve because the explicit addition and doubling formulas give better
performance over curves with 2-rank 2. Note that curves with 2-rank 0 are
supersingular and therefore weak under the Frey-Riick attack and hence not
interesting for DLP-based cryptosystems.

Gaudry and Lubicz [GL09] consider scalar multiplication on the Kummer
surface of 2-rank 2 curves and obtain formulas for which the combination of
one doubling and one differential addition (addition of D; and Dj given the
difference D1 — D3) takes only 15M (multiplications), 9S (squarings) and 3D
(multiplications by curve constants). This is faster than a doubling on our curves
and thus for applications, like Diffie-Hellman key exchange which only need
scalar multiplication, their arithmetic is preferable. However, the lack of (non-
differential) addition means that their system cannot be used in, e.g. signature
schemes. This is also nicely reflected by the speeds in the eBATS competition
(part of eBACS [eba]). The HECTOR bat is based on 2-rank 1 curves and uses
recent coordinates. For signatures it is faster than any of the competitors.

3 Explicit formulas in recent coordinates

In 2005, Lange ([Lan|, see also Section 14.5.5.b in [DLO05]) suggested to use
[U1, Uy, V1, Vo, Z, 2] to represent the divisor class

[2* + (U1/Z)x + Uo/Z, (V1) Z2%)x + Vo 27 (2)

and z = Z2. This representation is called recent coordinates. The weights of
the coordinates are (1,2), meaning that the first two elements are divided by
Z while the last two are divided by Z2. In the following, we present new, faster
doubling formulas in recent coordinates.

Algorithm 1 (DBL22, h(x) = z, f(x) = 2° + f32® + fox® + fo)

INPUT: A divisor class D = [Uy, Uy, V1, Wy, Z, z] in recent coordinates

OutPUT: The doubled divisor class [Uf, U}, V{, V3, 2", 2] = [2]D
1 Zy 22t — foZa+ V@, to — U + f32 > 3S+2D
2: ay «— Ug, ag < a14, az < a124y4, a4 < t1a3 > 3M+1S
3: q1 — (toag + Urt1)* + a4 > 2M+1S
4 qo— 13, g3 — q3, qu — a12, g5 — t1t2, g5 — (a3 + gs)t1 > 3M+28
5: Uy — a1, U < azqa, Vg« q6q1 + q3q4 > 3M
6: V| — qu(gsqs + asaq) + qz3(foZs + V32), Z' — quz, 2/ «+— Z"* > 5M+2S+1D
7. return (U], U}, V{, V5, Z', 2] > Total: 16M+9S+3D

The following addition formulas in recent coordinates for curves of Type II
are taken from Algorithm 14.50 in [DLO05]. The input can be either two divisor
classes in recent coordinates, or one divisor class in recent coordinates and the
other one in affine coordinates. In the latter case, let Z; = z; = 1. An addition
in this way is called mized addition; the different operation counts are stated in
parentheses.



Algorithm 2 (ADD, h(z) =z, f(z) = 2° + f32° + f22° + fo)
INPUT: Two divisor classes D = [U11, Ur0, V11, Vio, Z1, 21] and
Dy = [Ua1, Usog, Vai, Voo, Z2, 20]

OutpuT: The divisor class [Uj, Uy, V{. V], Z'.2'] = D1 & Do

11 Z — Z\Zo, 2 — Z2, Usy « Un Zy, Usg — U Zy > 3M+1S (-)
2: Vor  Vanz1, Vao < Vaoz > 2M ()
3: y1 — UnZs + Un, y2 « UnoZa + Usg > 2M
4: y3 «— Upiy1 + Y221, 7 < y2ys + y%Ulo > 4M+1S (3M+1S)
5: wo — Vipza + Vag, w1 — Viyzo + Var > 2M
6: Wo < Yawg, W3 — YW1 > 2M
70 51— (y3 +y1Z1)(wo + w1) + we + w3(Z1 + Un1) > 3M (2M)
8: 59 «— wo + Uigws > 1M
9: Z 517, wy «— 1Z, ws «— w3, S «— s0Z, 2 — 27 > 4M+1S
10: 30 «— s0Z', 51 «— 812, §1 — 512 > 3M
11: Ly « 5101, ba — LoZ, by — 3oUso > 3M
12: £y (Uay + Uso) (80 + 51) + Lo + Lo, lo — Lo + 5o > 1M
13: U — (8% + y1(s3(y1 + Ua1) + Zws) + 22") + 1251 > 6M+2S
14: Ul «— 1151 + waws > 2M
15: wy « bo + U, U] «— Ujwy, Z «— Z'Z, by +— b Z > 3M
16: wy — Ujwy + (U} +€1)Z, Z — Z > 2M+1S
17 V) — wasy + (Va1 + 2)Z, Uj < Ugr, wa «— Ujwy + Lo > 4M
18: Vi« wasy + Voo Z, Z' « 2, 2/ — 7 > 2M+4-2S
19: return (U], UL, V{, V5, Z', 2] > Total: 49M+8S

> Mixed addition (Z7 = z; = 1): 42M+7S

Note that addition benefits by 1S from having both inputs and the output
with the sixth value z;. If it is important to use as little memory as possible,
then those values can be omitted. For doublings and mixed additions, using z;
does not provide any advantage and should thus be skipped to save space.

4 Arithmetic in weighted coordinates with weights (2, 3)

In this section, we propose a new coordinate system that is similar to Lange’s
new coordinates (see Section 6 in [Lan05] and Section 14.5.4.a in [DLO05]). Let
the 7-tuple [U1, Uy, V1, Vo, Z, z,v] represent the divisor class

(2% + (UL /Z%)x + Uy ) Z2, (V1| Z3) 2 + Vi | Z°] (3)

and let z = Z2,v = Z3. The weights of these coordinates are (2,3) according
to the exponents of Z. The formulas for divisor-class doubling and divisor-class
addition are as follows:



Algorithm 3 (DBL, h(x) = z, f(z) = 2° + f323 + fox® + fo, b=V [3)

INPUT: A divisor class D = [Uy, Uy, Vi, Vo, Z, 2, )

OutpUT: The doubled divisor class [U], U}, V{, V], Z', 2’ ,v'] = [2]D

1: 29 < UZ, k — (Up + bz)? > 2S+1D
2: 26 — v2, wo — foze + VE, Z' — wov, 21 «— k2o, > 2M+2S+1D
3: 80« 21 + Urwo, 25 < 20, 24 « 2025, U} « 23 > 3M4+-1S
4: U — (s + 202'0)Z, 2/ «— Z" v «— 27 > 4M+2S
5: w3 «— 2026 + kwo, Wo «— wiZ' > 3M-+1S
6: V] — w321 Z' + 24U} + fou' + VW, > AM+1S+1D
7. V§ — wsUf + z0z2Wy, U} — U} Z > 4M
8

. return (U, U}, V{, V§,Z', 2/, V']

> Total: 20M+-9S-+3D

In the addition algorithm, we again state the operation counts for mixed
addition (i.e. Z1 = z; = v1 = 1) in parentheses.

Algorithm 4 (ADD, h(z) =z, f(z) = 2° + f323 + fox? + fo)

INPUT:

Dy = [Uay, Usg, Var, Vao, Za, 22, vo]

Two divisor classes Dy = [Uy1, Uo, Vi1, Vao, Z1, 21, v1] and

OutpuT: The divisor class [U], Uj, V{,Vy, Z',2',v'| = D1 @& Do

1:

10:
11:
12:
13:
14:
15:
16:
17:

Up1 — Usiz1, Usg < Unoz1, Va1 < Varun

Voo « Vaour, Z3 « Z1Zo, W « Z2

y1 — Un1za + Us1, y2 — Urozz + Usg

ys — Unyr + y221, v — yoys + 43U, Zo — rZs
Zé — Zng, Zg — 222, Zg — ZQWl

wo «— Vigva + Vag, w1 < Vijvg + Vi

W2 < Y3Wo, W3 < Y1wi

s1 + (y3 + z191)(wo + w1) + w2 + w3(z1 + Ur1)
s0 «— wy + Urgws, S — 82, Z) «— s1W;

R 171, So < soWh, S « SoZ}, Sp « S?
2o TP A — TR, 2 — 2175, 2 — 22,

81 $127, S0 «— SoZ1, b2 — s1Us1, Lo — soUsp
0y (s0 + 51)(U20 + Uz1) + £o + 2, by« L3+ S
Ul So 4 y1(S1(y1 + Uar) + Za) + yas1 + 24

Ul «— y181 + 2, by — Ly + U7, wo « LU

wy — LU, V]« wy + 2, (61 + RVay + Ub + 24)
Vi — wo + 2 (Lo + RVan), 25 — Z3, U{ — U{z

> 3M (-)

> 2M+1S (-)
> 2M

> 5M+1S (4M+18S)
> 2M+1S

> 2M

> 2M

> 3M (2M)

> 2M+1S

> 3M+1S

> 2M+-2S

> 4M

> 1M

> 3M

> 2M

> 3M

> 3M+1S



18: Uj) «— Ujzh, V| «— V]2, Vi «— V24, Z' — Z1Z), > 4M
19: 2/ 27 v — 2 > 1M+1S
20: return (U7, U}, VI, Vi, 2", 2/, V'] > Total: 49M+9S

> Mixed addition (Z7 = 23 = v1 = 1): 42M+8S

5 Comparison

The following table gives the operation counts for divisor-class addition, divisor-
class doubling and divisor-class mixed addition on hyperelliptic curves of the
form (1) over binary fields. Note that [Lan] does not distinguish between M and
D; the formulas use 3 multiplications by curve constants.

Recent coords | Recent coords | (2,3)-coords
[Lan] This work This work

DBL |17M+10S+3D | 16M+95+43D |20M+95+3D
ADD 49M-+8S 49M+8S 49M+9S
mADD 42M+7S 42M+7S 42M+-8S

We improved doublings by 1M at the expense of 1S in recent coordinates. In
binary fields squarings are significantly cheaper than multiplications, so this is
a worthwhile tradeoff. The study of (2,3) coordinates arose out of adapting new
coordinates to the faster doubling formulas [LS05] of 2-rank 1 curves and the
observation, that the second Z-coordinate was not used there at all. This led
to the hope that pure (2,3) coordinates, i.e. with only 1 additional coordinate,
could improve the speed of addition. However, the formulas for this case are even
slower than those in recent coordinates which confirms that recent coordinates
are really the right choice for curves of form (1). A comparison with the results
in [Lan05] shows that these curves are significantly faster than 2-rank 2 curves
and thus that applications of hyperelliptic curves that require additions should
choose recent coordinates for the implementation.
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