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Abstract. Algebraic cryptanalysis is as a general framework that permits to assess the se-
curity of a wide range of cryptographic schemes. However, the feasibility of algebraic crypt-
analysis against block ciphers remains the source of speculation and especially in targeting
modern block ciphers. The main problem is that the size of the corresponding algebraic sys-
tem is so huge (thousand of variables and equations) that nobody is able to predict correctly
the complexity of solving such polynomial systems. To make algebraic attacks efficient it
seems clear that new ideas are required. One possible room for improvement is related to the
modeling. A new trend in this area is to combine statistical and algebraic attacks. In this
paper, we will present an attack against round-reduced version on DES mixing algebraic
and differential techniques. The use of differential permits to ease the solving step; whilst
algebraic techniques allows to decrease the numbers of pairs required for a classical differ-
ential cryptanalysis. In particular, we have reduced the minimum numbers of pairs required
for 6, 7 and 8 rounds of DES. On the other hand, the cost of the attack is higher than a
standard usual differential cryptanalysis (but remaining at a reasonable level). For instance,
for 6 rounds of DES we have reduced the number of pairs to 32 and the cost is 3000 seconds
(to be compared with 240 pairs for the original attack of Biham and Shamir).

1 Introduction

Algebraic cryptanalysis is as a general method to evaluate the security of a cryptographic scheme.
It is a general technique that applies potentially to a wide range of cryptosystems, [3,16-18, 26—
29] and in particular to block ciphers. The basic principle of such cryptanalysis is to model a
cryptographic primitive by a set of algebraic equations. The system of equations is constructed
in such a way as to have a correspondence between the solutions of this system, and a secret
information of the cryptographic primitive (for instance, the secret key of a block cipher).

On the one hand algebraic techniques have been successfully applied against a number of multi-
variate schemes and in stream cipher cryptanalysis On the other hand, the feasibility of algebraic
cryptanalysis against block ciphers still remains the source of speculation. The main problem is
that the size of the corresponding algebraic system is so huge (thousand of variables and equa-
tions) that nobody is able to predict correctly the complexity of solving such polynomial systems.
Consequently, although it has received much attention since its proposal in [16,15] against the
US NIST Advanced Encryption Standard (AES) and Serpent block ciphers, this method has so
far had limited success in targeting modern block ciphers. But, It is worth to remark that there
is not a unique algebraic description of a cryptographic primitive. Although it is an open issue
how to optimally model a cryptosystem, it is crucial to use this degree of freedom to derive the
best system with respect to equations solving. For instance, so far algebraic cryptanalysis against
block ciphers only required one message/ciphertext pair. But recent developments [30,1,2] in-
volving the combination of algebraic and statistical techniques have shown the potential benefit of
using several message/ciphertext pairs. In this paper, we will consider an attack mixing algebraic
and differential techniques against DES. We shall call this attack algebraic-differential attack. In
practice to evaluate the complexity of this attack we have to evaluate the complexity of solving a
system of polynomial equations. To solve this system of equations we can use different techniques:



Grobner bases [8-11], Triangular set methods [20] or SAT solvers. In this short paper and for
practical reasons, we restrict ourselves to SAT solvers. Precisely, we have used MiniSat!.

After this short introduction, the paper is organized as follows. In section 2, we will describe more
precisely our algebraic-differential attack. In the last section, we present experimental results
against round reduced versions of DES. Precisely, we have considered DES reduced to 6, 7 and 8
rounds. For theses reduced versions, our attack permits to decrease the number of pairs usually
required to mount a differential attack. On the other hand, the complexity of our approach is
higher (but remaining at a reasonable level). This is due to the fact that we have to solve an
non-linear system of equations (rather than a linear system for a differential attack). However,
the number of messages is a critical quantity for mounting a statistical attack in practice. So, we
believe that it is worth to decrease the amount of data required.

2 Algebraic-Differential Attack

In its usual form, algebraic cryptanalysis only requires one plaintext/ciphertext pair to be mounted.
In this paper, we will consider the use of several such pairs. More precisely, let (M;, C;)i1<i<n be
a set of N message/ciphertext pairs encrypted with the same secret key. For each i,1 < i < N, we
can construct an algebraic system of equation F;(M;, C;) whose variables correspond to the bits
of the secret key, but also to the intermediate states? of the cipher (We refer to [19, 35] for details
regarding the algebraic modeling of DES). Instead of trying to solve each system F; individually,
the idea is to solve their union :

UF01,C).

Obviously, the secret key will also be a solution of this larger system.

Unfortunately, if the messages are chosen randomly, it is very unlikely that this approach leads
to any practical improvement. Although the key variables remains the same for all the systems,
new variables corresponding to the intermediate states of each message/ciphertext pair must be
introduced. This way, the number of variables is significantly increased making the new system
new system usually harder to solve in practice (see [30]).

The key idea is to choose a suitable set of correlated messages. To do so, we have considered
differential cryptanalysis [4-6]; which is a rather for DES. The basic idea of this classical technique
is to predict how the difference of two well chosen messages M and M’ will evolve throughout
the rounds of DES. A probabilistic relationship between the differences of consecutive rounds of a
block cipher is called a differential characteristic in literature. If an attacker is able to find such
a differential characteristic with a good probability, the attacker can eventually recover the secret
key.

From an algebraic system—solving perspective, differential cryptanalysis permits to predict linear
equations between the intermediate variables of two systems F(M,C) and F'(M’',C’) generated
from two distinct message/ciphertext pairs (M, C') and (M’, C"). Thus, we can explicitly add linear
equations as predicted by the differential characteristic to the system F'U F’, and try to solve this
new system. A related idea has been used by Albrecht and Cid [1,2] to attack PRESENT |[7].
Interestingly enough, we will see that the best characteristics known in the literature are not
necessarily the best for our algebraic-differential attack.

3 Experimental Results

In this section, we will present the practical results obtained with our algebraic-differential attack.
As already explained, we have Note that we have MiniSAT for solving the algebraic systems.

! http://minisat.se/
2 such variables must be introduced in order to keep the degree of the system sufficiently low.



3.1 6 rounds

To mount the attack, we have considered the two 3-rounds characteristics proposed by Biham and
Shamir in [4]. In this case, the probability that a pair of plaintexts follows the characteristic is
1/16. For a random key and random pairs of plaintexts, the average time needed by MiniSAT
to find a contradiction — when the pair doesn’t follow the characteristic — is 161 seconds. On
the other hand, when a pair follows the characteristic, the average time needed by MiniSAT to
recover the key is 244 seconds. The probability of following the characteristic is 1/16, thus the
expected time to recover the key is 161 - 15 + 244 = 2659 seconds. The required number of chosen
plaintext-ciphertext is 32. We can now compare this attack with a direct SAT-solver attack [16]
and with differential cryptanalysis :

— This attack. Expected time : 2659 seconds, 32 chosen ciphertexts.
— Differential cryptanalysis [4]. Expected time : less than 1 second, 240 chosen ciphertexts.
— Direct attack [16] (Bard, Courtois). Expected time : 225 seconds, 1 known ciphertext.

We see here that this attack needs less ciphertexts than differential cryptanalysis, and can also be
mounted in reasonable time.

Reducing the number of ciphertexts. A fundamental difference between this attack and
classical differential cryptanalysis is that we need only one “good” pair (i.e. a pair following a
given characteristic) to recover the key. Thus, we can use many characteristics simultaneously to
increase the probability of success of our approach, and then reducing the required ciphertexts.
First of all, we need to find several 3-rounds characteristics. It is proven that the 3-rounds char-
acteristics given in [4] are the only 3-rounds characteristics with probability 1/16. So, we have to
find characteristics occurring with smaller probabilities. We have found four characteristics with
probability (14/64)2. By combining those characteristics, we were able to reduce the expected
number of required ciphertexts to 22 (with an average running time of less than ten hours).

3.2 7 rounds

For seven rounds, things are a bit more complicated. The 3-rounds characteristics we used for the
6-rounds are not good enough. An attack with those characteristics would be less efficient than
exhaustive search. Thus, we need a 4-rounds characteristic at least. By examining the different
S-boxes and the propagation of their outputs, we came up with a full 4-round characteristic —
and some additional constraints on the fifth round — with probability around 1/998. Then an
algebraic-differential attack mounted with this characteristic needs about 2000 chosen ciphertexts
and will cost 10000 seconds.

3.3 8 rounds

An extension of the caracteristic used previously gives a 5-round characteristic which can be used
for eight rounds. However, the probability of this characteristic is about 1/31500. Unfortunately,
the number of ciphertexts required would be greater than the number of ciphertexts ciphertexts
in the classical differential attack. To reduce the number of ciphertexts, we have to relax some
constraints to increase the probability of the characteristic. This also increases the expected time
of the attack. However, we can combine this differential-algebraic attack with an exhaustive search
over eight bits of the key to be more efficient. Finally, the attack on eight rounds needs 11500
chosen ciphertexts and the expected time is about 22° seconds.

The following table shows comparisons between the attacks presented in this paper, classical
statistical attacks [4, 31, 33] and the direct SAT-solver attacks [19].



lﬁ rounds[ Cryptanalysis [ f ciphertexts [Time (in seconds)l

6 diff. (BiHAM,SHAMIR)[4] | 240(chosen) <1
diff. (KNUDSEN)[31] 46(chosen) < 10

alg. (CourTo1S,BARD)[19]| 1 (known) 2%

diff. + alg. 32 (chosen) 3000

diff. 4+ alg. 22 (chosen) < 36000

7 diff. + alg. 2000 (chosen) 10000
8 diff(BraM,SHAMIR)[4] | 50000 (chosen) 100
lin(MATsUI)[33] 277 (known) 40

diff. + alg. 11500 (chosen) 2%

4 Conclusion

In this note, we have described an algebraic-differential attack against round-reduced versions of
DES. It turns out that our approach permits to decrease the number of pairs required in a pure
statistical attack. This is a work in progress. In particular, we are planning to use more advanced
tools to solve the algebraic systems; i.e. F4 [24] and F5 [25]. In particular, we expect to decrease
the complexity of the solving step for 8 rounds attacks.
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